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1 Introduction

Since this software is not intended to offend any sensibilities, the term MainDevice (abbreviated MainDevice) replaces
“master” and SubordinateDevice (abbreviated SubDevice) replaces “slave”.

1.1 Overview

EC-Inspector is a diagnosis tool for EtherCAT networks that are controlled by any EtherCAT MainDevice (EC-
Master, TwinCAT, CoDeSys 3.5.17. and higher, ...) with help of the EC-Monitor.

The user needs an ENI file to start the EC-Monitor. The EC-Monitor will collect the data from the EtherCAT
network.

The EtherCAT network does not have to be changed. Only a TAP or switch is needed to collect the data.

1.2 Requirements

¢ Microsoft Windows 10 and above

* Microsoft .NET Framework 4 Client Profile

* Screen resolution at least 1024x768 pixel

* Memory as recommended for operating system

* Disk space approximately 80 MB (depend on number of EST files)
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2 Installation

2.1 Setup Process

The EC-Inspector can be installed by executing the setup . exe (requires administrator privileges) and follow the

screen instructions:

Welcome page:

M EC-Inspector Setup

Welcome to the EC-Inspector Setup

Wizard

The Setup Wizard allows you to change the way

EC-Inspector features are installed on your computer or to
remove it from your computer. Click Mext to continue or

Cancel to exit the Setup Wizard.

Cancel

License Agreement:
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M EC-Inspector Setup — x
End-User License Agreement EC ™
Please read the following license agreement carefully fnspectgr
Software License and Maintenance |
Agreement

THIS AGREEMENT is made by and between acontis
technologies GmbH (hereinafter referred to as "acontis") and
Licensee (hereinafter referred to as "Customer”), the parties
hereto hereinafter collectively referred to as the “Parties”. This
agreement is hereinafter referred to as the "Agreement”.

Preamble

B [ accept the terms in the License Agreement

Print Back Cancel

Select Installation Folder:

¥ EC-Inspector Setup = *

Destination Folder EC =
Click Mext to install to the default folder or dick Change to choose another. fnspectgr

Install EC-Inspector to:

|C: \Program Files (x586)\acontis_technologies\EC-Inspector’,

Change...

Confirm Installation:
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M EC-Inspector Setup — x
Ready to install EC-Inspector Ec ud
Inspector

Click Install to begin the installation. Clid: Back to review or change any of your
installation settings. Clidk Cancel to exit the wizard.

Back [ # Install Cancel
Installing:
M EC-Inspector Setup = >
Installing EC-Inspector IHEEEE:UF

Please wait while the Setup Wizard installs EC-Inspector,

Status: Copying new files
I

Back Mext Cancel

Installation Complete:

acontis technologies GmbH AT3219 Page 8/81



EC «»Inspector

User Manual

F
T8 EC-Inspector Setup - X

Completed the EC-Inspector Setup
Wizard

Click the Finish button to exit the Satup Wizard,

2.2 Silent Installation (optional)

The EC-Inspector can be also installed in silent mode by using the command line parameters of msiexec.
Sample 1: Installs EC-Inspector into default installation folder

PS C:
> msiexec /1 c:/temp/EcInspectorSetup.msi /quiet /gn /norestart /log
— c:/temp/install.log

Sample 2: Installs EC-Inspector into “C:/EC-Inspector”

PS C:
> msiexec /1 c:/temp/EcInspectorSetup.msi /quiet /gn /norestart /log
— c:/temp/install.log INSTALLLOCATION="C:/EC-Inspector"

For more information please refer command line parameters of msiexec.

Note: The system requirements (see section “1.3”) will be not checked!

acontis technologies GmbH AT3219 Page 9/81



EC «»Inspector

User Manual

2.3 File and Folder Structure

The setup process will copy all necessary files into the following folder:

Installation directory:

/Doc
Release notes and the user manual

/EEC
Files for mapping emergency error codes

/Languages
Lanugage specific files

* EC-Inspector.exe

e EcWrapper.dll

All users directory: ( % ALLUSERSPROFILE %/EC-Inspector, like C:/ProgramData/EC-Inspector)

/CAPTURE
Capture files which can be analysed in offline diagnosis mode (see Caprure File)

/EMI
EtherCAT MainDevice Information files

/EtherCAT
EtherCAT SubDevice Information (EST) Files. Can be modified via ESI-Manager

¢ ESICache.xml (ESI-File-Cache for faster access of ESI files)

— EC-Inspector.log (Log File)

— User.myusername.xml (User specific settings)

2.4 NDIS Driver

The Network Driver Interface Specification (NDIS) is the specification for a network driver architecture that allows
transport protocols like TCP/IP to communicate with an underlying physical network adapter. For sending and
receiving EtherCAT frames in Windows, EC-Inspector makes use of the well-known Windows packet capture library,
WinPcap. However, WinPcap was based on the NDIS 5.x driver model, and development has ceased. The latest
versions of Windows 10 do not support this old NDIS 5.x version anymore, so now EC-Inspector (V3.2 and higher)
includes an installation package in the install directory of EC-Inspector to install the acontis NDIS 6.x Filter Module
EcatNdis. sys. With this new Filter Module and the new NDIS Link Layer em11Ndis.d11, it is now possible
for EC-Inspector to work without WinPcap on all Windows 10 versions.

Note: Please restart EC-Inspector after the NDIS installation.
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User Space

.

NDIS 6.x Filter Module
EcatNdis.sys

functions NDIS 6.x Miniport
Ethernet Adapter

Local system
Link Layer

Network Adapter Ndis

~ ~ IntelGbe
Requested MainDevice State
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3 Graphical user interface

3.1 Overview

This section gives an overview about the graphical user interface:

m EC-Inspecto

Fle View Newok Setings Help w————————] Mo |
P lRun Diagnosis
Device Editor

I EC-Monitor General

General (Mode 1and Mode 2)
TAP Type Auto Detect -
ENI File

Mode 1: Online analysis via TAP (Test Access Point) connected to local system

Project Explorer Link Layer Ndis ’

Network Adapter LAN (Intel(R) Ethemet Connection (23) 1219-LM )

Mode 2: Offline analysis of EtherCAT frames captured by Wireshark
Capture File

Read multiple files =]

Mode 3: Load EC-Inspector snapshot

Capture File

Short Info

Flat View  Topology View
Information Severity Time  MessdGe Time  Protocol SubDece Message
Name
Description
Vendor
Networks: 1 SubDevices: 0 State: @ @ Mode: CONFIG

The graphical user interface is divided into five parts:

Menu/Tool/Status bar:
Shows current status or mode of the EC-Inspector and allows the user to change it.

Project Explorer:
Shows different views of the current network configuration

Device Editor:
Show information about the selected device, like process variables.

Short Info:
Show short information about selected device, like name, description or vendor.

Messages:
Shows notifications which occur e.g. when the EtherCAT Device has changed its operation state or a
SubDevice has been removed from (or added to) the EtherCAT network.
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3.2 Menu/Tool/Status bar

3.2.1 File

New / Open / Save / Save As / Print:
Start new configuration or open/save/print existing configuration

ESI-Manager:
Add, delete or export EST and SCT files (see: ESI-Manager)

Recent Projects:
Open recent project

Exit:
Closes the EC-Inspector

3.2.2 View

Message Window:
Shows/Hides the message window

Short-Info Window:
Shows/Hides the short-info window

Refresh:
Updates the current view

3.2.3 Network

Inspection Report (active only in diagnosis mode):
Opens a statistic about the state of the network. Collects some useful data like error counters and so on.
Possibility to print a PDF. See Inspection Report

Hardware Diagnostics:
Enables or disables the additional hardware diagnosistics and warnings in project explorer.

Acknowledge all warnings (active only in diagnosis mode):
Clears the yellow warning icon of all SubDevices

Take Snapshot:
Takes a snapshot from the current diagnosis state and saves it into a capture file (for more information about
the snapshots and capture files, see Capture File)

Automatic Snapshot Mode:
Activates the automatic snapshot mode to take snapshots based on the configured rules

Snapshot:
Changes the active snapshot
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3.2.4 Settings

Message Level:
Change the current message level

Settings:
Shows more settings in the dialog Settings

3.2.5 Help

Show User Manual:
Shows this user manual

Show Log File:
Shows the log file

Check for updates:
Enable / disable automatic update check (once per month). Also a manual update check is performed on
activation.

About ...:
Show the about dialog

3.3 Project Explorer

3.3.1 Drag and Drop

It is possible to drag and drop files here to import/open them

Project file
Opens the configuration stored in the ECC, only one project file can be imported at a time.

ESI files
Adds the files to the ESI-Manager, it only allows EST, SCI and ZIP files, multiple files are allowed.

The context menu of one or more selected SubDevices has the following entries:

Enable SubDevices:
Enable disabled slaves

Disable SubDevices:
Disabled slaves will be ignored by EC-Monitor if they could not be seen by TAP

3.3.2 Configuration Mode

There are three topology visualisation views:

Classic View
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Project Explorer
v . Class-A MainDevice
v i SubDevice_1001 [EK1100] (1001)

SubDevice_1002 [EL2008] (1002)
SubDevice_1003 [EL2008] (1003)
SubDevice_1004 [EL1014] (1004)
SubDevice_1005 [EL2004] (1005)
SubDevice_1006 [EL1034] (10086)
SubDevice_1007 [EL1018] {(1007)
®i SubDevice_1008 [EL2008] (1008)

kasn EJ EJ

———

> "™z} SubDevice_1009 [EK1122-0080] (1009)

>  ™i SubDevice_1020 [EK1122] (1020)

Classic View Flat View Topology View

This is a tree view with multiple levels.

Flat View

Project Explorer
v . Class-A MainDevice
i SubDevice_1001 [EK1100] (1001)
®i SubDevice_1002 [EL2008] (1002)
®i SubDevice_1003 [EL2008] (1003)
i SubDevice_1004 [EL1014] (1004)
®i SubDevice_1005 [EL2004] (1005)
i SubDevice_1006 [EL1034] (1006)
i SubDevice_1007 [EL1018] (1007)

®i SubDevice_1008 [EL2008] (1008)
"2 SubDevice_1009 [EK1122-0080] (1009)
8 SubDevice_1010 [EK1101-0080] (1010)
®i SubDevice_ 1011 [EL2252] (1011)
®i SubDevice 1012 [EL2612] (1012)

Classic View Flat View Topology View

acontis technologies GmbH AT3219
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This view shows all SubDevices in a flat list, as they are connected in the EtherCAT network.

Topology View

Project Explorer

This view shows a graphical tree of all SubDevices, as they are connected in the EtherCAT network.

3.3.3 Diagnosis Mode

There are three topology visualisation views:

Classic View
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Project Explorer
¥ @ ClassA MainDevice <connected |
v~ SubDevice_1001 [EK1100] (1001)
@ SsubDevice_1002 [EL2008] (1002)
@ SsubDevice_1003 [EL2008] (1003)
@ SubDevice_1004 [EL1014] (1004)
@ SubDevice_1005 [EL2004] (1005)
@ SubDevice_1006 [EL1034] (1006)
@ SsubDevice_1007 [EL1018] (1007)
@ SubDevice_1008 [EL2008] (1008)
> @ SubDevice_1009 [EK1122-0080] (1009)
> @ SubDevice_1020 [EK1122] (1020)

Classic View Flat View Topology View

This is a tree view with multiple levels.

Possible device states:
Init Bootstrap

. Pre-Op
Safe-Op

.Op

Flat View
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Project Explorer

L

Class-A MainDevice <connected >

SubDevice_1001 [EK1100] (1001)
SubDevice_1002 [EL2008] (1002)
SubDevice_1003 [EL2008] (1003)
SubDevice_1004 [EL1014] (1004)
SubDevice_1005 [EL2004] (1005)
SubDevice_1006 [EL1034] (1006)
SubDevice_1007 [EL1018] (1007)
SubDevice_1008 [EL2008] (1008)

SubDevice_1009 [EK1122-0080] (1009)
SubDevice_1010 [EK1101-00801 (1010)

SubDevice_1011 [EL2252] (1011)
SubDevice_1012 [EL2612] (1012)
SubDevice_1013 [EL4132] (1013)
SubDevice_1014 [EL3162] (1014)

Classic View Flat View Topology View

This view shows all SubDevices in a flat list, as they are connected in the EtherCAT network.

Possible device states:
Init Bootstrap

. Pre-Op
Safe-Op

Op
Topology View
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Project Explorer

—.__I - [ [0
M1 1001 E E S E E 1009 |1020
ML

wid — ford B B vEui B

WL

T

| =S |
o)

el = =l = d= 0= = =1
= = =

—

o

o

—
1022
T2

=z

=5

025

This view shows a graphical tree of all SubDevices, as they are connected in the EtherCAT network.

Possible device states:
Init Bootstrap

. Pre-Op
Safe-Op

.Op

Possible port states:
. Bad Cable Quality

Constricted Cable Quality

. Good Cable Quality

If cable quality is constricted or bad, please check the error counters of the SubDevice (for more information
about the extended diagnosis, see Extended Diagnosis).
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3.4 Device Editor

This Editor gives the user the possibility to read and write information of the selected device or SubDevice:

Device Editor

General PDO Mapping

Address
Station Address

Information
Name
Description
Vendor
Product Code
Revision Number
ESI File
Identification Value

Ports
Port 0
Port 1
Port 2

Port 3

Variables EtherCAT P Advanced Options Sync Units

1029 - +

SubDevice_1029 [EPP1008-0001]
EPP1008-0001 8 Ch. Dig. Input 24V, 3ms, M8
Beckhoff Automation GmbH & Co. KG (0x00000002)
0x64760509 (1685456137)
0x00110001 (1114113)
Beckhoff EPPTxoocxml

@ NotUsed

SubDevice_1028 [EPP1322-0001] (1028) / Port 3
SubDevice_1001 [EK1100] (1001)
@ Not Available

@ Not Available

3.5 Short Info

This window shows short information about selected device, like name, description or vendor:

Short Info

Information

Name
Description
Vendor

Physical Address
Autolnc Address

Motion

(47

(45

acontis technologies GmbH
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3.6 Message Window

Shows notifications which occur e.g. when the EtherCAT MainDevice has changed its operation state or a
SubDevice has been removed from (or added to) the EtherCAT network:

Messages
Severity Time Message
INF 14:24:55 MainDevice state change from ‘Init’ to "Pre-Op
INF 14:24:51 MainDev change from ‘Unknown’ to 'Init'

change from ‘Unknown' to ‘Init'

n successful - 26 SubDevices found

I
I

| INF 14:24:51 MainDev
1 INF - 14:24:49

I

INF 14:21:03 MainDevice state change from ‘Unknown' to ‘Init’

There is also a SDO Message Window, where only mailbox messages are shown. For example CoE messages and
FoE messages. With EC-Inspector it is also possible to save the FoE file which is transferred on the network to a
specific folder.
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4 Configuration Mode

4.1 Overview

At startup of EC-Inspector, the user will see this page:

= EC-Inspector = o X
File View Network Settings Help
Stop Diagnosis [ aVEUDIERRIES
Project Explorer
I EC-Monitor General
General (Mode 1 and Mode 2)
TAP Type Auto Detect -
ENI File
Mode 1: Online analysis via TAP (Test Access Point) connected to local system
ink Layer Ndis .
Network Adapter LAN (Intel(R) Ethernet Connection (23) 1219-LM ) -
Mode 2: Offline analysis of EtherCAT frames captured by Wireshark
Capture File
Read multiple files =]
Mode 3: Load EC-Inspector snapshot
Capture File
Classic View ~ Flat View  Topology View
Shortinfo v R Messag A
Information Severity Time  Message Time  Protocol SubDevice Message
Name
Description
Vendor
Networks: 1 SubDevices: 0 State:  ® ® Mode: CONFIG

4.2 Device Settings

4.2.1 General

In this tab, the user can configure the cycle time. If he wants to connect to a control system, this can also be
configured. After one of these modes is selected, the ENI file will be imported to show the configuration:
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Device Editor

General

General (Mode 1 and Mode 2)

TAP Type Auto Detect

ENI File

Mode 1: Online analysis via TAP (Test Access Point) connected to local system

Link Layer Ndis

Network Adapter LAN ( Intel(R) Ethernet Connection (23) 1219-LM )

Mode 2: Offline analysis of EtherCAT frames captured by Wireshark
Capture File

Read multiple files ]

Mode 3: Load EC-Inspector snapshot
Capture File

General

TAP Type:

Select the type of TAP adapter which is used
ET2000. More will be supported in the future.

ENI File:

. Generic is for a standard switch. Supported is also the

Path to the ENI which is used in the network that should be monitored. The ENI file can be exported in
EC-Inspector. More Infos about the ENI file from Third Party MainDevices can be found here Operating

with Third Party EtherCAT Controller

Mode 1: Online analysis via TAP connected to local system

LinkLayer:
Select the Link-Layer which should be used.
Network Adapter:

Network adapter which is connected to TAP or the switch.

EC  Inspector

EC-Monitor Logic

‘Ma ster:

Mode 2: Offline analysis of EtherCAT frames captured by Wireshark

EC Master BECKHOFF

TwinCAT’
ctriX vaskawa

AUTOMATION

y
TAP

EthercAT.

[
HHF @
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Capture File:
Path to the capture file pcap

Read multiple files:
Select if wireshark is captured in more files

For more information about the capture files, see Wireshark File

Mode 3: Load EC-Inspector snapshot
Capture File:

Path to the capture file, which contains one or more snapshots ecd

For more information about the snapshots and capture files, see Capture File

4.2.2 Process Data Image

In this tab, the user can see all variables of the process data image. It can also be exported.

Device Editor

General  Process Datalmage ~ Watch list  Data Acquisition  Trigger
Variables B
Name Datatype ~ MainDevice Sync Unit | Offset -~ Size
Slave_1018 [BK1120].Status PDO.CouplerState UINT Id 0: Default 0 IN: 00 20
Slave_1018 [BK11201.TxPDO Mapping Terminal 003.Channel 1 BOOL Id 0: Default 0 IN: 20 041
Slave_1018 [BK1120].TxPDO Mapping Terminal 003.Channel 2 BOOL Id 0: Default 0 IN 21 01
Slave_1025 [EL7031].ENC Status compact.Status__Latch extern valid BOOL Id 0: Default 0 IN: 41 0.1
Slave_1025 [EL7031].ENC Status compact.Status_Set counter done BOOL Id 0: Default 0 IN: 42 0.1
Slave_1025 [EL7031].ENC Status compact.Status_ Counter underflow BOOL Id 0: Default 0 IN 4.3 0.1
Slave_1025 [EL7031].ENC Status compact.Status__Counter overflow BOOL Id 0: Default 0 IN: 44 0.1
Slave_1025 [EL7031].ENC Status compact.Status_ Status of extern latch BOOL Id 0: Default 0 IN: 54 01
Slave_1025 [EL7031].ENC Status compact.Status_ Sync error BOOL Id 0: Default 0 IN 55 01
Slave_1025 [EL7031].ENC Status compact.Status__TxPDO Toggle BOOL Id 0: Default 0 IN: 57 0.1
Slave_1025 [EL7031].ENC Status compact.Counter value UINT Id 0: Default 0 IN: 6.0 20
Slave_1025 [EL7031].ENC Status compact.Latch value UINT Id 0: Default 0 IN 8.0 2.0
Slave_1025 [EL7031].STM Status.Status__Ready to enable BOOL Id 0: Default 0 IN: 100 01
Slave_1025 [EL7031].5TM Status.Status__Ready BOOL Id 0: Default 0 IN: 10.1 01
Slave_1025 [EL7031].STM Status Status_ Warning BOOL Id 0: Default 0 IN 102 01
Slave_1025 [EL7031].STM Status.Status__Error BOOL Id 0: Default 0 IN: 103 01
Slave_1025 [EL7031].STM Status.Status__Moving positive BOOL Id 0: Default 0 IN: 104 041
Slave_1025 [EL7031].STM Status.Status_ Moving negative BOOL Id 0: Default 0 IN 105 01
Slave_1025 [EL7031].STM Status.Status__Torque reduced BOOL Id 0: Default 0 IN: 106 01

Add to watch list

If the variables should be exported, the following dialog appears:

=+ Export Process Data Image X
Format: | csy -
To File To Clipboard Cancel

Export Formats:

¢ CSV File (Semicolon separated text file)

¢ CSV PLC File (Semicolon separated text file, where offsets are in PLC format)
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e PD Layout File (C-Header file which can be used from EC-Master-Demo application)
» XML File (Like ProcessImage in ENT)

The variables can also be added to the watchlist, to have a better overview in diagnosis mode.

4.2.3 Watchlist

In this tab, the user can see all variables which were added to the watchlist in config mode:

Device Editor

General Process Data Image Watch list Data Acquisition Trigger

Variables

Name Datatype | MainDevice Sync Unit | Offset ~ | size

Slave_1016 [EL1094].Channel 3.Input BOOL Id 0: Default 0 IN: 292 04

Slave_1013 [EL4132].Channel 1.0utput INT Id 0: Default 0 out 330 20

Remove from watch list

The variables can be edited and removed from the watchlist.

4.2.4 Data Acquisition
In this tab, the user can configure our Data Acquisition (DAQ) library. This library can be used from EC-Master to
record process data in realtime.

After adding a new recorder, the user can select the variables which should be recorded and specify some
triggers:
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Device Editor

General Simulator Process Data Image

Variables

Name

Watch list Trace Data

SubDevice_1002 [EL3314].TC Inputs Channel 1.Status_ Underrange

Advanced Options SubDevice to SubDevice

Distributed Clocks Tasks + Sync Units Data Acquisition

Motion

Export Recorder 1 - {@}

Datatype  Offset -

Size Recorded

SubDevice_1002 [EL3314].TC Inputs Channel 1

SubDevice_1002 [EL3314].TC Inputs Channel

SubDevice_1002 [EL3314].TC Inputs Channel 1

SubDevice_1002 [EL3314].TC Inputs Channel

SubDevice_1002 [EL3314].TC Inputs Channel 1

SubDevice_1002 [EL3314].TC Inputs Channel

SubDevice_1002 [EL3314].TC Inputs Channel 1

Status__Overrange

1.Status_Limit 1

Status__Limit 2

1.Status_Error

Status__TxPDO State

1.Status__TxPDO Toggle

Value

SubDevice 1002 [EL33141.7C Inputs Channel 2.5tatus Underranae

BOOL
BIT2
BIT2
BOOL
BOOL
BOOL
INT
BOOL

IN: 0.1
IN 02
IN 04
IN 0.6
IN 16
IN 17
IN: 20
IN: 4.0

02

0.1 o

Triggers

Left Operand

Operator  Right Operand

No longer recol

Enable Start Duration Count

SubDevice_1002 [EL33141.TC Inputs Channel 1.Status_ Underrange

Edit Trigger

Variables:

Add/Remove:

Used for adding or removing the selected variable to the recording.

Triggers:

New/Edit/Delete:

Used for changing the trigger list.

If user wants to edit a recorder, he will see the following dialog:

Edit

Delete
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Edit Recorder n
General
MName Recorder 1
Format MDF -
File Recarder.mf4
Frequency
Sample rate T - +
Cycle time [ps] |
Sample time [ps]
Optional

Real time stamp D

Cycle counter D

0K Cancel

Name:
Name of the recorder

File:
Absolute path of the recorder file on the MainDevice system

Format:
Format of the recorder file, e.g.

e MDF (Measurement Data Format)
e CSV (Comma Separated Values)

Sample Rate:
Sample rate of the recorded data e.g. every cycle or every second cycle, ...

Real time stamp:
Adds a real time stamp to the recorded data

Cycle counter:
Adds a cycle counter to the recorded data

If user wants to edit a trigger, he will see the following dialog:
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| Edit Trigger n

. General
Left variable
Operator = -
Right value 0O 1

Right variable

Enable
Start

LS

| Optional

Duration 0 = <+ [[ms]

Count 0 - +

0K Cancel

General

Left variable:
Name of the left variable

Operator:
Operator of the trigger (e.g. =, >, >=, <, <=, |=)

Right value:
Value of the right operand to compare the left variable against a static value e.g. trigger, if variable
is greater than 5

Right variable:
Name of the right variable to compare the left variable against the value of another variable e.g.
trigger, if variable 1 is smaller than variable 2

Enable:
Enabled or disabled trigger (can be enabled from application later)

Start:
Start or stop trigger

Optional

Duration:
Duration in ms (0 = infinite) e.g. trigger should start recording for 500 ms

Count:
Trigger count (0 = infinite) e.g. trigger should hit only for 5 times

For more information please refer the manual of the EC-Master-Data-Acquisition-Library.
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4.2.5 Trigger

In this tab, the user can create, edit und delete trigger. When a trigger is hit, the monitor will stop and show
the actual state. Trigger can be created for process data and notifications. To switch to the notification
trigger select the tab in top right corner. This tab is also shown in the diagnosis mode to enable and
disable trigger while in diagnosis mode.

Device Editor
General  Process Datalmage ~ Watch list  Data Acquisition  Trigger
Notification Trigger
Triggers
Left Operand Operator | Right Operand Enable | Do not stop when hit
Edit Trigger
New
37 .
Trigger:
List of trigger.
Edit Trigger:

New: When new is clicked the following dialog pops up:
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Add Trigger n

Variable Trigger

Left variable
Operator = A

Right value o

Right variable

Enable
Do not stop when hit D

Cancel

The user can select variable which should be compared and the select if he wants to compare with a
value or another variable. With enable the trigger can be enababled and disabled.

The following dialog pops up on the notification trigger tab:

Add Trigger n

MNotification Trigger

Maotification All notifications -
SubDevice Name | All slaves -
Enable

Do not stop when hit []

QK Cancel

The user can select which notification should be triggered. He can also select for which SubDevice
the notification should be triggered. Default is “All SubDevices”. It is also possible to trigger all
notifications for all SubDevices.

Edit: Edit the selected trigger

Delete: Remove the selected trigger from project
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If the EC-Inspector stops because of a trigger it can be restarted with Run. It is also possible to pause the
EC-Inspector without a trigger:

= EC-Inspector

File View Network Settings Help

(=] Stop Diagnosis Q) Take Snapshot m Start Pcap @ @ Break

-

4.3 SubDevice Settings

4.3.1 General (SubDevice)

In this tab, the user can see general SubDevice settings like station address or the name of the SubDevice.
Also the connected ports can be seen.

Device Editor
General PDO Mapping Variables EtherCAT P Advanced Options Sync Units Motion
Address
Station Address 1029 — +
Information
Name SubDevice_1029 [EPP1008-0001]
Description EPP1008-0001 8 Ch. Dig. Input 24V, 3,
Vendor Beckhoff Automation GmbH & Co. KG (0x00000002)
Product Code 0x64760509 (1685456137)
Revision Number 0x00110001 (1114113)
ESI File Beckhoff EPPTxoowxml
Identification Value @ Not Used
Ports
Port 0 SubDevice_1028 [EPP1322-0001] (1028) / Port 3
Port 1 SubDevice_1001 [EK1100] (1001)
Port 2 @ Not Available
Port 3 @ Not Available
Address
Station Address:
Station address of the SubDevice. By default, the first station address is 1001.
Information
Name:
Name of the SubDevice. By default the following format is used “SubDevice_N [TYPE]”
Description:

Description of the SubDevice (Read from EST file)
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Vendor:
Name of the vendor the SubDevice

Product Code:
Product Code of the SubDevice

Revision Number:
Revision Number of the SubDevice

ESI File:
Name of the EST "file where the description of the SubDevice is stored.
:file: ESI files can be managed by using the ESI-Manager

Identification Value:
Identification Value of the SubDevice

Ports

Connected Devices:
List of connected devices

4.3.2 Variables

In this tab, the user can see the variables of the SubDevice.

Device Editor

General Variables

Variables

Name Datatype | MainDevice Sync Unit | Offset ~ |Size
Slave_1014 [EL3162] Channel 1.Status BYTE Id 0: Default 0

Slave_1014 [EL3162].Channel 1.Value INT Id 0: Default 0 IN: 230 20
Slave_1014 [EL3162].Channel 2.Status BYTE Id 0: Default 0 IN: 250 10
Slave_1014 [EL3162].Channel 2.Value INT Id 0: Default 0 IN 260 20

Add to watch list

Lists of Variables
Variables comes from the import of the ENI file.

Buttons

Add to watchlist:
Adds the variable into the watchlist
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5 Diagnosis

5.1 Overview

EC-Inspector is a diagnosis application specifically developed to analyze EtherCAT networks that are controlled by
an EtherCAT MainDevice. Automated control systems usually require high availability of the whole system. Due to
the rough industrial environment this is often hardly to achieve.

If high availability shall be guaranteed for an automated control system it is important to verify and maintain the field
bus. Using EC-Inspector it is possible to take a look into the “health” of the EtherCAT system. Detection of signs of
system degradation prior to running into a system failure will be of great benefit. In that case it is possible to exchange
the problematic components (cables, SubDevice devices).

Many aspects of diagnosis are covered by the EC-Inspector:

» System analysis and maintenance
* Error detection
* Documentation

After switching into diagnosis mode of EC-Inspector, the user will see this page:

= EC-Inspector - o x
File \View Network Settings Help

# Stop Disgnosis W% Take Snapshot g Start Peap ® oo @ sreak .
+ @ EC-Monitor <connected> [ General [process Data Image || Watch lst | Performance | Data Acquistion | Trigger|

~ A @ Slave 1001 [EK1100] (1001)

State Machine
@ Slave_1002 [EL2008] (1002)

@ Siave 1003 [EL2008] (1003) Current State [0 |
@ Slave 1004 [EL1014] (1004) ReguestediState [0e |
@ Slave 1003 [EL2004] (1005) Information Frame Counter
@ Slave_1006 [EL1034] (1006) Master Version [31.400 (Protecteq) | Sent frames [1771 |
@ Slave 1007 [EL1018] (1007) Number of found slaves |26 | Lost frames |o |
@ Slave_1008 [EL2008] (1008) Number of slaves in configuration 26 | Cyclic frames | 900 |
» A @ Siave 1009 [EK1122-0080] (1009) Number of DC slaves |4 | Acyclic frames |871 |
b A @ Slave 1020 [EK1122] (1020) DC in-sync [No | Memory Usage
Topalagy Ok [ Yes | Current [k8] [ 1329 |
Link Connected [ ves | Max[ie) [ 1320 |
Slaves in Master State [ ves |

| Classic View | Flat View || Topology View |

\nformation Severity Time  Message 3
Mame [EC-Monitor | || WRN 034471 Save 1027 Rx error detecteq.
Description [ EtherCAT Moritor | |4 waN 084411 Slave 1021: R error detected.
Vendor | acontis technalogies GmbH | |4 wRN 094211 Slave 1021: Processing Unit emor detected.
I WRN 094411 Slave 1020: Rx error detected.
I WAN 094411 Siave 1020: Processing Unit ermor detected,
i WRN 094411 Siave 1019: R error detected. M
\Networks: 1 | Slaves: 26 State: @ @ | Mode: DIAGNOSIS
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5.2 Device

This section shows the current “health” state of the MainDevice and helps the user to analyze MainDevice related
problems.

5.2.1 General

In this tab, the user can see the current state of the state machine of the MainDevice. He has also an overview over
the current “health” state of his EtherCAT network:

Device Editor

General Process Data Image Watch list Performance Data Acquisition Trigger

State Machine

Current St

Requested State

Information Frame Counter
MainDevice Version TX frames
Number of found SubDevices RX Frames

Number of Sul es in configuration Lost frames

Number of DC SubDevices

Cyclic frames

Acyclic frames
Memory Usage

SubDevices in MainDevice State Current [kB]

Max [kB]

State Machine

Current State:
Current state of the MainDevice

Requested State:
Requested state of the MainDevice

Information

Device version:
Version number of the running MainDevice

Number of found SubDevices:
Number of SubDevices, which were found from device on the network

Number of SubDevices in configuration:
Number of SubDevices, which are configured in the ENT file

Number of DC SubDevices:
Number of SubDevices with DC support, which were found from MainDevice on the network
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DC in-sync:
Signals that all SubDevices with DC support are correctly synchronized or not. If not all SubDevices are
correctly synchronized, please refer the Message Window for more information.

Topology OK:
Signals that topology is “okay” or not. If topology is not “okay”, you have a mismatch between the
configured bus and the currently connected bus. Please open the ‘Network Mismatch Analyzer’ (Menu
Network Network Mismatch Analyzer) to solve the problem.

Link Connected:
Signals the link is connected.

SubDevices in MainDevice State:
Signals that all SubDevices are in MainDevice state.

Frame Counter

TX frames:
Number of sent frames

RX frames:
Number of received frames

Lost frames:
Number of lost frames

Cyclic frames:
Number of cyclic frames

Acyclic frames:
Number of acyclic frames

Memory Usage

Current:
Current memory usage in bytes

Max:
Maximum memory usage in bytes

5.2.2 Process Data Image

In this tab, the user can see and change the values of the process variables. The variables will be forced to the value
the user entered. The user can press release to release the variable. If one or two variables are selected, a chart
of the values is shown. Also resize and zoom is possible to see more details. The chart will be updated every 250
milliseconds:
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Device Editor

General Process Data Image Watch list Performance Data Acquisition Trigger

Variables Export
Name Datatype | Offset - Size  Value Forced
Siave_1Uu7 [ELIU IG].Unannel /.input BUUL IND a0 Ul U ()
Slave_1007 [EL1018].Channel &.Input BOOL IN: 1547 01 0 a
Slave_1010 [EK1101-0080].ID.ID UINT IN: 1550 20  1(0x01) a
Slave_1014 [EL3162].Channel 1.Status BYTE IN: 1570 10  0(0x00) D
Slave_1014 [EL3162].Channel 1.Value INT IN: 1580 20 |3 O
Slave_1014 [EL3162].Channel 2.Status BYTE IN: 1600 10  0(0x00) [m]
Slave_1014 [EL3162].Channel 2.Value INT IN: 1610 20 0 D
Slave_1015 [EL1008].Channel 1.Input BOOL IN: 1630 0.1 0 a
Slave_1015 [EL1008].Channel 2.Input BOOL IN: 1631 041 0 a
Slave_1015 [EL1008].Channel 3.Input BOOL IN: 1632 01 0 D
Slave_1015 [EL1008].Channel 4.Input BOOL IN: 1633 0.1 0 a
Slave_1015 [EL1008].Channel 5.Input BOOL IN: 1634 01 0 a
Slave_1015 [EL1008].Channel 6.Input BOOL IN: 1635 0.1 0 D

Add to watch list

Chart

5
Oms 100 ms 200 ms 300 ms 400 ms 500 ms 600 ms 700 ms 800 ms 900 ms
AL 03

It is also possible to add the variables to a watch list (next chapter).

5.2.3 Watch list

In this tab, the user can monitor selected variables. He can go through the SubDevices and add variables to the watch
list to monitor them. The user can also export or import the watch list, so changes can be saved:

Device Editor

General Process Data Image Watch list Performance Data Acquisition Trigger

Variables
Name Datatype Offsst  ~ Size Value | Forced
Slave_1010 [EK1101-0080}.ID.ID UINT IN: 1550 20 1 (0x07) [m]
Slave_1014 [EL3162].Channel 1.Value INT IN: 158020 |3 O
Save watch list  Load watch list Remove from watch list
Chart

5
0
Oms 100 ms 200 ms 300 ms 400 ms 500 ms 600 ms 700 ms 800 ms 900 ms
A 03
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5.2.4 Performance

In this tab, the user can see the busload per cycle and per second:

Device Editor

General Process Data Image Watch list Performance Data Acquisition Trigger
Busload
CycleTime [us] Bytes per cycle Bytes per second
Average 313 Average 2
Max 375 Max

Busload per cycle (100% = 20000 B/Cycle)

0 10 20 30 40 50 60 70 80 90 100

Busload per second (100% = 10 MB/s)

5.2.5 Data Acquisition Diagnosis

In this tab, the user can start and stop the DAQ recorders. Also he can see some statistics of running

recorders.
Device Editor
General Process Data Image Watch list Performance Data Acquisition Trace Data CoE Object-Dictionary History
State Recorder 1 -

Current State

Change State Start  Stop

Statistic
Cycles

Triggers
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5.3 SubDevice

This section shows the current “health” state of the selected SubDevice and helps the user to analyze SubDevice
related problems.

5.3.1 General (SubDevice)

In this tab, the user can see the current state of the state machine of the SubDevice:

Device Editor
General Variables ESC Register Extended Diagnosis CoE Object-Dictionary

State Machine
Current State

Requested State

Software Diagnostics (2)
State Machine Error
Hardware Diagnostics (3)
Summary
Port 0
Port1
Port 2

Port 3

State Machine

Current State:
Current state of the selected SubDevice

Requested State:
Requested state of the selected SubDevice

Software Diagnostics

State Machine Error:
SubDevice error which occurred during state transition

Hardware Diagnostics

Summary:
Summary of hardware diagnostics

Port A:
Port specific error

Port D:
Port specific error
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Port B:
Port specific error

Port C:
Port specific error

Buttons

Acknowledge:
Acknowledge the current error state and notify the user again if error state was changed again.

Possible warning and errors:

Disturbed Connection:
There may be problems in the connection between two SubDevices. The message will tell either that
there is a problem between two SubDevices or two ports. The warning appears if error counters are
increased (Invalid Frame: 0x300-0x306, RX Errors: 0x301-0x307, Lost Link: 0x308-0x30B). The value
from which a warning is issued can be set in the User.xml files in C:/ProgramData/EC-Engineer. More
information below.

Bad Connection:
The same as “Disturbed Connection” but the error counters are higher. The value from which an error is
issued can be set in the User.xml files in C:/ProgramData/EC-Engineer. More information below.

Line break:
A line break is detected before a SubDevice. This error is detected by looking at the topology.

Link missing:
A link is missing on input port of the SubDevice. This error is detected by looking at the topology.

Multiple warnings:
There are multiple warning for this port.

Multiple errors:
There are multiple errors for this port.

Multiple warnings and errors:
There are multiple warning and errors for this port.

State Machine:
See ETG1020 “Description of AL Status Codes” or ETG.1000.6. This error is detected by looking at
the AL Status (0x130).

How to solve errors?

* Lost Link errors are often caused by the power supply system
» Helpful might be the usage of an extra power supply
* It is recommended to clear all error counters after startup

How to change amount of errors leading to a warning or error:

¢ Open C:/ProgramData/EC-Inspector
 Search for DiagGeneral

¢ Change the values which should be adjusted

— LostLink: The value entered is used

— All others are calculated depending on the amount of cyclic frames: (Value / CyclicFrames) x
1076
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Note: Please refer also the “ETG.1600 EtherCAT Installation Guideline”: http://www.ethercat.org/ETG1600.

5.3.2 Variables

In this tab, the user can see and change the values of the process variables. The variables will be forced to the value
the user entered. The user can press release to release the variable. If one or two variables are selected, a chart
of the values is shown. Also resize and zoom is possible to see more details. The chart will be updated every 250

milliseconds:

Device Editor

General ~ Variables  ESC Register  Extended Diagnosis  Cof Object-Dictionary
Variables
Name Datatype Offset =  Size Value Forced
Slave_1019 [VIPA 053-1ECO0].Inputs.Hardware Interrupt Counter UDINT IN: 40 40 | 0(0x00) (m]
Slave_1019 [VIPA 053-1ECO0].Inputs.Diagnostic Interrupt Counter UDINT IN: 80 40  0(0x00) [m]
Slave_1019 [VIPA 053-1EC00].Medule 2 (021-1BD00).Inputs.DI 0 BOOL IN: 120 01 0 (]
Slave_1019 [VIPA 053-1EC00].Medule 2 (021-1BD00).Inputs.DI 1 BOOL IN: 121 01 0 [m]
Slave_1019 [VIPA 053-1EC00].Medule 2 (021-1BD00).Inputs.DI 2 BOOL IN: 12201 0 [m]
Slave_1019 [VIPA 053-1EC00].Medule 2 (021-1BD00).Inputs.DI 3 BOOL IN: 123 01 0 [w]
Slave_1019 [VIPA 053-1EC00].Medule 4 (040-1BAQO).Inputs.Status byte USINT IN: 130 1.0 136 (0xB8) o
Slave_1019 [VIPA 053-1EC00].Medule 4 (040-1BAQQ).Inputs.Input byte 1 USINT IN: 140 1.0 0(0x00) [m]
Slave_1019 [VIPA 053-1ECO0]. Module 4 (040-1BADO).Inputs.Input byte 2 USINT IN: 150 1.0  0(0x00) [m]
Slave_1019 [VIPA 053-1EC00].Medule 4 (040-1BAQO).Inputs.Input byte 3 USINT IN: 160 10  0(0x00) a
Slave_1019 [VIPA 053-1ECO0].Medule 4 (040-1BAQQ).Inputs.Input byte 4 USINT IN: 17.0 1.0 0(0x00) [m]
Slave_1019 [VIPA 053-1ECO0].Module 4 (040-1BADO).Inputs.Input byte 5 USINT IN: 180 1.0  0(0x00) [m]
Slave_1019 [VIPA 053-1EC00].Medule 4 (040-1BAQO).Inputs.Input byte 6 USINT IN: 190 10  0(0x00) o
Slaua 1010 NVIBA NS2_1FCNOT Maduda 4 (AN_1R AN Innirte Innut bata 7 LISINT. N 0010 0O mn
Add to watch list
Chart
! a
05 ‘_
o -
Oms 100 ms 200 ms 300 ms 400 ms 500 ms 600 ms 700 ms 800 ms 900 ms
4 »

5.3.3 ESC Register

In this tab, the user can see the values of the registers. In the settings section he can set the offset and the length. If

he activates the compact view, he will only see the registers which have a description:
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Device Editor

General Variables ESC Register Extended Diagnosis CoE Object-Dictionary

Settings

Offset 0x0000 P Hex

Length 0x0400 I Hex

Compact

Registers
Index Name Value Type

> 0x0000 Type 7 0x11) USINT
> 0x0001 Revision 0 (0x00) USINT
> 0x0002 Build 2 (0x0002) UINT
> 0x0004 FMMUs supported 8 (0x08) USINT
> 0x0005 SyncManagers supported 8 (0x08) USINT
> 0x0006 RAM Size 8 (0x08) USINT
> 0x0007 Port Descriptor 5 (Ox0F) USINT
> 0x0008 ESC Features supported 252 (0x00FC) UINT
> 0x0010 Configured Station Address 1019 (0x03FB) UINT
> 0x0012 Configured Station Alias 500 (0x01F4) UINT
> 0x0020 Write Register Enable 0 (0x00) USINT
> 0x0021 ‘Wirite Register Protection 0 (0x00) USINT
> 0x0030 ESC Write Enable 0 (0x00) USINT
> 0x0031 ESC Wrrite Protection 0 (0x00) USINT
> 0x0040 ESC Reset ECAT 0 (0x00) USINT
> 0x0041 ESC Reset PDI 0 (0x00) USINT
> 0x0100 ESC DL Control 460033 (0x00070501) UDINT
> nenin Dhusical ite Offcot 0 mvnoom LUNT

5.3.4 Extended Diagnosis

In this tab, the user can see the extended diagnosis information:

Device Editor

General  Variables  ESC Register  Extended Diagnosis  CoE Object-Dictionary

Common Error Counter

o

Processing Unit Error (0x030C)
PDI Error (0x030D)

Port 0 counters (In port) Port 1 counters

Invalid Frame, CRC error (0x0300) = 0

RX Error (0x0301)

Lost Link (0x0310)

Forwarded RX Error (0x0308)

Port 2 counters

Invalid Frame, CRC error (0x0304)
RX Error (0x0305)

Lost Link (0x0312)

Forwarded RX Error (0x030A)

Invalid Frame, CRC error (0x0302) 0

RX Error (0x0303)

Lost Link (0x0311)

Forwarded RX Error (0x0309)

Port 3 counters

Invalid Frame, CRC error (0x0306)
RX Error (0x0307)

Lost Link (0x0313)

Forwarded RX Error (0x0308)

There will be ared ! to signalize that a counter is higher than 0. Except for the forwarded errors.

If an error counter is -’ it was not read. If it is ‘0’ it is really zero. So there is a difference between ‘0’ and ‘-*.
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Common Error Counter

Processing Error Counter:

Indicates that SubDevice received “not EtherCAT frames”, which are not allowed in the EtherCAT seg-
ment (of course acceptable in a test environment)

PDI Error Counter:
Counts if a PDI access has an interface error (read from register: 0x30D)

Port 0..3

¢ Invalid Frame Counter of Port y (read from register: 0x0300+y*2)

* RX Error Counter of Port y (read from register: 0x0300+y*2+8Bit)

Lost Link Counter of Port y (read from register: 0x0310+y)
» Forwarded RX Error Counter of Port y (read from register: 0x0308+y)

Acknowledge warning

If one of the error counters increase there will be a warning in the tree, sigalized with an icon. With this button

it is possible to acknowledge this warning. So the SubDevice can be monitored again and the icon will come
back with the next error.

To see this information the error counters must be read by the EtherCAT MainDevice. Only if this is activated the
EC-Inspector is able to read this. Here is a quick overview on how to activate this function on different MainDevices:

acontis EC-Master:
To activate the error collection of the acontis EC-Master, the follwing API has to be called:

/* SubDevice statistics polling for error diagnostic */
EC_T_DWORD dwPeriodMs = 1000;

dwRes = ecatIoCtl (EC_IOCTIL_SET_SLVSTAT_ PERIOD, (EC_T_BYTE*) sdwPeriodMs,
sizeof (EC_T_DWORD), EC_NULL, 0, EC_NULL);
if (dwRes != EC_E_NOERROR)
{
EcLogMsg (EC_LOG_LEVEL_ERROR, (pEcLogContext, EC_LOG_LEVEL_ERROR,

"ecatIoControl (EC_IOCTL_SET_SLVSTAT PERIOD) returns with error=0x%x\n", dwRes));
goto Exit;

}

Third Party MainDevice:
Find more details here Operating with Third Party EtherCAT Controller

5.3.5 CoE Object-Dictionary

This tab consists of different modes:

Description from ESI

In this tab, the user can see the description of the object dictionary from EST and the values from the SubDe-
vice.
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Device Editor
General Variables ESC Register Extended Diagnosis CoE Object-Dictionary
Single Object
Values
Index  Name Value | Type  Flags
bl 0xFO00 Modular Device Profile - USINT ------(RORORO)
> 0xFO50 Detected Module List = USINT ------(RORORO)

Lists of CoE Object-Dictionary entries

¢ Entries comes from EST

¢ The “Flags” column tells the user if this entry is an PDO entry and if it can be edited

- “AA BB CD (EE FF GG)”
AA = Mapping as RX PDO or not

— BB = Mapping as TX PDO or not
C = Backup Flag

D = Settings Flag

EE = Access rights for PreOp (RO, WO, RW)
FF = Access rights for SafeOp (RO, WO, RW)
GG = Access rights for Op (RO, WO, RW)

Single Object
In this tab, the user can read and write (not EC-Inspector) the values of the object dictionary of the SubDevice.
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Device Editor

General Variables

Settings
Index
Sublndex
Size
Complete Access

Operation

Settings

Index:

ESC Register Extended Diagnosis CoE Object-Dictionary

0x1018
0

1
=]

Index of the CoE value

SublIndex:
Sublndex of the CoE value

Size:

Size of the CoE value (only used for reading)

Complete Access:
Activate, if complete access mode should be used for reading or writing the CoE value (can be used only

if it is supported from SubDevice)

Operation

Read:

Description from ESI

=

Hex

Read

Reads the value from SubDevice (Hex format, like: “00 11 22 33 ...”)
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5.3.6 File over Ethernet (FOE)

In this tab, the user has the possibility to download or upload a file to the SubDevice:

Device Editor

General  Variables ~ ESCRegister ~ EEPROM  Extended Diagnosis  DC Diagnosis  Cof Object-Dictionary ~ Fof

FoE Download
Local Filename
SubDevice Filename

(hex) 0x00000000 o e |

Passw

Timeout (s) 60 - +
FoE Upload
Local Filename
SubDevice Filename
0x00000000 Dec
60 - +

Max File Size (kb) 3000 — +

FoE Operations

Local Filename:
Name of the file on the harddrive

SubDevice Filename:
Name of the file on the SubDevice

Password:
Password on the SubDevice as a hex-number

Timeout:
Timeout for downloading or uploading the file in milliseconds

Max File Size:
Maximal file size which should be uploaded from the SubDevice in kilo bytes

5.3.7 History (SubDevice)

In this tab, the user can see and change the diagnosis history of the SubDevice. It is also possible to export
the data:
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Device Editor
General ~ Variables  ESC Register ~ EEPROM  Extended Diagnosis ~ DC Diagnosis ~ Cof Object-Dictionary ~ History ~ FoE
Settings

Show Info Messages True

Show Warning Messages True

Show Error Messages True

Show Emergency Messages False

Current Mode Overwrite Mode

Messages —
Severity Time D Acknowledged Code Message

| INF 21.11.2024 13:50:14.818 030 No 0x1B77E000 (0x1 ycle time o.k: 2934
| INF 21.11.2024 13:50:14.677 029 No 0x1B77EQ00 (0x1100) Detection of operation mode completed: 0x100, 0
| INF 21.11.2024 13:45:30.546 028 No 0x1B77EQ00  (( le time o.k: 3001
| INF 21.11.2024 13:45:30.404 027 No 0x1B77EQ00 (0x1100) Detection of operation mode completed: 0x100, 0
| INF 21.11.2024 13:41:01.102 026 No 0x1B77EQ00  (( time o.k: 2911
| INF 21.11.2024 13:41:00.966 025 No 0x1B77EQ00 (0x1100) Detection of operation mode completed: 0x100, 0
| INF 12.11.2024 10: No 0x1B77EQ00  (( le time o.k: 2972
| INF 12.11.2024 10:59:06.896 023 No 0x1B77EQ00 (0x1100) Detection of operation mode completed: 0x100, 0
| INF 12.11.2024 10:58:53.389 022 No 0x1B77EQ00  ((
| INF 12.11.2024 10:58:53.255 021 No 0x1B77EQ00 (0x1100) Detection of operation mode completed: 0x100, 0
| INF 12.11.2024 10: No Ox1B77E000  (( le time o.k: 2906
| INF 12.11.2024 10:58:37.272 019 No 0x1B77EQ00 (0x1100) Detection of operation mode completed: 0x100, 0
| INF No (C le time o.k: 2999

Change Message Handling

Tasks: | None

Settings

Show Info Messages:
Info messages will be collected from SubDevice

Show Warning Messages:
Warning messages will be collected from SubDevice

Show Error Messages:
Error messages will be collected from SubDevice

Show Emergency Messages:
Emergency messages will be collected from SubDevice

Current Mode:
Overwrite Mode: Messages will be overwritten if buffer is full Acknowledge Mode
discarded if buffer is full

Messages

List of history messages

Change Message Handling

Enable/Disable Info Messages:
Enable or disable info messages

Enable/Disable Warning Messages:
Enable or disable warning messages

Enable/Disable Info Messages:
Enable or disable info messages

Enable/Disable Error Messages:
Enable or disable error messages

Enable/Disable Emergency Messages:
Enable or disable emergency messages

Number of messages: 50 / 50

: Messages will be
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Enable Acknowledge Mode:
Enable acknowledge mode

Enable Overwrite Mode:
Enable overwrite mode

Clear All Messages:

Clear all messages (only available if “Overwrite Mode” is active)

Clear All Acknowledged Messages:

Clear all acknowledged messages (only available if “Acknowledge Mode” is active)

Acknowledge All Messages:
Acknowledge all messages, that they can be overwritten from new messages (only available if “Acknowl-
edge Mode” is active)

5.3.8 Motion (Motion Tabs only)

In this tab, the user can see and change the motion settings of the SubDevice. He can read important
variables and change velocity and direction of the axis. Also gearing and camming are possible to use:

Device Editor
General Variables ESC Register EEPROM Extended Diagnosis DC Diagnosis Motion
Administrative
Station Address Axis Axis Index 0 - +
Increment 000 - + [mm]
Power-On Power-Off Reset
Status Word Control Word
Drive State Result
Motion State
Actual Position [INC] [mm]
Target Position [INC] [mm]
Trajectory Parameters
Acceleration 000 — 4 |[Mm/s*2] Deceleration [pgp — 4 [mm/s*2]
Velocity 0,00 — 4+ |[mm/s] Jerk 000 — 4 [mm/s”3]
Move distance 0,00 — 4 |Imm]
Move to position 000 — 4 |[mm
Move Velacity ()| | Move Velocity (+) | Move Relative | Move Absolute Stop | | Halt
Parameters for Sychronized Motion
Station Address MainDevice| 001 — 4 Axis Index -+
Gearing Camming
Gear In Ratio Numerator 3 - 4 Camming Periodic B
Gear In Ratio Denoniator 4 - 4 Camming Start Mode 0 - +
Gear In Gear Out Cam Table Select CamIn  Cam Out
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6 Operating with Third Party EtherCAT Controller

6.1 Beckhoff TwinCAT

This section shows how to operate with Beckhoff TwinCAT.

6.1.1 TwinCAT ENI

In the EtherCAT tab in TwinCAT is a button “Export Configuration File...”. The “Export Configuration File...”
button opens a “Save as” dialog for saving the XML MainDevice configuration file. This file describes the process
data and the transfer frames that are sent during the EtherCAT state transitions. This is the ENI file, that can be used
with EC-Inspector.

6.1.2 Activate TwinCAT Error Counters

At the EtherCAT MainDevice, select Properties and then select all hardware counters that you would like to
monitor.

~ & X |Diagnesis = X P_LogMsg
Generdl | Adapter EtnerCAT  Online  CoE -Online

-'—_| Hetld: 53116023221 | “Advanced Settings, ]
&

4 Y piagn AdvaneEESEIEY

- State Machine
- Cyclic Frames

Online View

Distributed Clocks []0152 PDI Cfg B A | [0000 Add
i i) (] 0200 ECAT IRQ Mask’ I—‘
- Epo []0204 PDI IRG Mask L'
- Redundancy 206 201 IRG Mask H' []5how Change Counters
;me Cnd  Addr ey [J0210 ECAT IRQy (State Changes ¢ Not Present)
0 NOP  Dx0000 xIS00 6 e Vi) (0220 PO IRG
ID ARMW  OdHB Gx0910 sl Fleizbueis [ St Pt o
g o
[0304 CRCC' Show Cablle Lergth
1 LRW  Dx02000000 0306 TRC 0" [ Show Cable Lergt
1 LWR  Dx02000800 [[]0308 Forw. CRC A8
[[]030A Fe CRC C/D' B
1 LRD  Dx02001000 et e These are the main
1 BRD  (x0000 Dx0130 0310 Link Logt A‘E' error counter
= []0312 Link Lost C/DF -
B = St registers:
[T]0410 WD Time PDI g
[]0420 WD Time SW'
[]0440 WD Staus
Nuimber [— []0442 WD PDI/SM Counter' +« 0Ox0300
3 (] 0500 EEPROM Assian’
I 1 Term 1 (EK1200) []0502 EEPROM Ci/Status’ + 0x0302
[]0504 EEFROM Addr Lo*
:; 2 eI 0506 SEPROM Addess H' < 0x0304
i3 Term 3 (EL1504) [C|0508 EEPROM Data (¥
5y Term 4 (EL2904) []0504 EEPROM Data 1 - 0x0306
= [[]050C EEPROM Data 2
85 T (N0 []050E EEPROM Dats 3
is Term 6 (EL1008) (10510 Phy MIO Cirl/ Status® « 0Ox0310
"3 Term 7 (EL2002) (10510 Phy MIO CitStatus’
EE Term 8 (EL3002) < 0x0312
%9 Term 9 (EL4032)
=10 Term 10 (EL7201)
=1 Term 11 (EL7201)
. "2 Term 12 (EK1122) .
W fmage-2 LRE Term 13 (EL9TT) 2

6.2 Codesys

This section shows how to operate with Codesys. Codesys is supported from version 3.5.17. and higher.
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6.2.1 Codesys ENI

Command ‘Generate EtherCAT XML’. The command is not integrated in the standard main menu. You can add it via
the dialog box Tools, Customize from the category Devices. This command opens the standard dialog box for saving
a file in the local file system. You can define a name and a storage location for an xml file, in which CODESYS is to
store the EtherCAT configuration of the EtherCAT MainDevice currently selected in the device tree. Call: Context
menu of an EtherCAT MainDevice device object in the device tree.

6.2.2 Activate Codesys Error Counters

The error registers are not read cyclically. With the function block readmemory from the EtherCAT Library this can
be realized within the application.
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7 Additional Tools

7.1 ESI-Manager

ESI-Manager can be found through the main menu File -> ESI-Manager.

This dialog helps the user to administrate his EST and SCI files. Here, he can add/delete/export ESI and
SCI files.

—

| ' o ' |
| ESI Manager n

Filter

Search

Vendors [ALL VENDORS] I' I

ESI Files
Select an ESI file which should be deleted or exported or add new ESI files.

> Accelovant

> = acontis technologies GmbH

> 74 ACS Motion Control

> ADLINK

> /A= Advanced Energy Industries, Inc.

> Advantech Co., Ltd.

> Applied Materials, Inc.

> «F ATl Industnial Automation

> @& Auris Surgical

> . avateramedical Mechatronics GmbH

> % AXIOS 3D@ Services GmbH

MNumber of ESl files; 524
Number of devices: 4462

Add File Add Folder Close
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7.2 Inspection Report

If you want to print or show a report about the actual session, it is possible with the inspection report. I
shows a lot of different data about the network communication. It is also possible to print a PDF.

Inspection Report n

Network Status

Please, select the statistic of which you want to see the details. The complete network status can be also
printed.

General v

Category Mame Value
Information MainDevice Version 3.2.2.02
Information Cycle Time 4000
Information Number of found SubDevices 26
Information Number of SubDevices in configu 26
Information Number of DC SubDevices -
Information DC in-sync No
Information Topology Ok Yes
Information Link Connected Yes
Information SubDevices in MainDevice State  Yes
Frame Counter TX frames 57405

Print Close

7.3 Settings

Can be found inside the settings menu bar.

. Message Level >

nDey Settings t}

ice_1001 [EK1100] (100

hoa mmra caddimeoe
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7.3.1 General

Settings

General Message Level Capture File

Appearance

Language English

Expert

Theme Royal Light Theme

Appearance

Language:
Changes the current language

Theme:
Changes the current theme

OK Cancel
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7.3.2 Message Level

Settings - n

General Message Level Capture File Expert

Log Level Settings

Message Level Info & Warnings & Errors M

Notification Message Level Explanation

Instance Info Warning Error
All Slaves Are In Op True True True
Ethernet Cable Connected True True True
Master State Changed True True True
Scanned Bus True True True
Slave Removed True True True
Slave Added True True True
Changed Topology True True True
Unable To Handle Coe Od Type True True True
Config File Version True True True
Coe Download True True True
Coe Upload True True True
Trigger True True True
Foe Download True True True
OK Cancel

In this tab the log level of the message panel can be changed.

Log Level Settings

Message Level:
Changes what messages are displayed on the message panel

Explanation
We can see what messages are displayed depending on the selected message level (true it is displayed, false it
is not displayed)
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7.3.3 Capture File

A capture file could be helpful, if a very large system is given or the system is not always available. In that case the
user can connect to their system, save one or more snapshots into a capture file and analyse the created capture file

later.

Another use case is, that their system from time to time some problems. In that case the user can activate the automatic
mode and create the snapshots at specific intervals or based on specific MainDevice notifications.

At the moment there are the following options:

Settings

General

Filename

Folder
Base file name

Date
Time
P Address

Preview

Content

Process data

EEPROM size
ESC Reqister size

CoE OD of SubDevices

CoE OD objects

SDO Info Service

Filename

Folder:

Message Level

Capture File Expert

CA\ProgramData\EC-Engineer\Capture\,

CaptureFile

2024-11-21_12-00_CaptureFile_127.0.0.1.ecd

Ox0086
0x0400

None

Path, where the capture files should be saved

Base file name:

Base file name of the generated capture file name

Date:

Activate, to add the date to the generated capture file name

OK

Cancel
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Time:
Activate, to add the time to the generated capture file name

IP Address:
Activate, to add the IP address to the generated capture file name

Preview:
Shows a preview of the generated capture file name

Content

Process data:
Activate to add process data to the capture file (read-only)

EEPROM size:

Enter size of the EEPROM (0x86 = default, 0 = no EEPROM)
ESC Register size:

Enter size of the ESC Registers (0x400 = default, 0 = no ESC register)
CoE OD of SubDevices:

Select the SubDevices of which the CoE OD information will be captured

None:
CoE OD will be not captured

All:
CoE OD will be captured of all SubDevices

User defined:
CoE OD will be captured of the defined SubDevices by physical address (e.g. 1001-1003; 1005)

CoE OD objects:
Enter index of specific objects or all objects will be collected (e.g. 0x1018; 0x7000-0x7FFF)

SDO Info Service:
Activate to use the SDO Info Service for loading the CoE Object Dictionary instead of readying the
information from the EST file.

Automatic Mode

Interval (min):
Time to wait until next snapshot will be taken

Maximum Snapshots:
Enter count of maximum snapshots

Notifications:

Select the notifications, which will trigger a snapshot. The following notifications are availabe
(for more information about notifications please refer the manual of EC-Master):

STATECHANGED
 ETH_LINK_CONNECTED

« ETH_LINK_NOT_CONNECTED

» SLAVE_STATECHANGED

* SLAVE_PRESENCE
SLAVE_INITCMD_RESPONSE_ERROR
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STATUS_SLAVE_ERROR
SLAVE_UNEXPECTED_STATE
DC_SLV_SYNC

* DCM_SYNC

After the snapshot(s) is / are made in diagnosis mode they can be selected in the overview in config mode:

Device Editor

General

General (Mode 1 and Mode 2)
TAP Type Auto Detect

ENI File
Mode 1: Online analysis via TAP (Test Access Point) connected to local system
Link Layer Ndis

Network Adapter LAN (Intel(R) Ethernet Connection {23) 1219-LM )

Mode 2: Offline analysis of EtherCAT frames captured by Wireshark
Capture File
Read multiple files (]

Mode 3: Load EC-Inspector snapshot

Capture File

After the selection switching to diagnosis mode is possible. In the toolbar will be an additional combobox to
select the snapshot and switch between them:

rk  Settings Help

@ Simulation ‘; . 19.09.2024 14:07:12 v

Device Editor

nDevice <connected> General Process Data Image Watch list Performance Data Acc
101 [EK1100] (1007)
State Machine
Current State

Requested State
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7.3.4 Pcap File

With EC-Inspector it is possible to capture a pcap file, same as Wireshark. Open Settings/Pcap File and
the follwing dialog appears:

Settings n

General Message Level Capture File Pcap File Foe File
Filename

Folder C\ProgramData\EC-Inspector\Pcap\,

Base file name PcapFile

Date

Time

QOutput format 0 pcap pcapng

Create a new file automatically |

after Packets
after Megabytes
Use a ringbuffer with files (0 = disabled)
OK Cancel
Filename
Folder:

Path, where the pcap files should be saved

Base file name:
Base file name of the generated pcap file name

Date:
Activate, to add the date to the generated pcap file name

Time:
Activate, to add the time to the generated pcap file name

Output format:
The output format can be selected. Pcap or pcapng

acontis technologies GmbH AT3219 Page 57/81



EC «»Inspector

User Manual

Create a new file automatically:
A new file is created after one of the multiple file switch conditions is met. They will be named:
name.00000.pcap. With the ringbuffer option a file is created if value is not reached, otherwise it will
replace the oldest of the formerly used files (thus forming a “ring”). This mode will limit the maximum
disk usage, even for an unlimited amount of capture input data, only keeping the latest captured data.

On the toolbar will be a new button in diagnosis mode to start and stop the pcap file recorder:

=} EC-Inspector

File View Network Settings Help

[ Stop Diagnosis (©) Take Snapshot m Start Pcap

It is also possible to record a pcap backtrace file. When EC-Inspector is in pause mode (e.g. from a trigger condition)
the user can capture the last 64 frames via the backtrace button in the toolbar.

After the capture is made in diagnosis mode it can be selected in the overview in config mode as described in the
previous chapter Wireshark File.

7.3.5 FoE File

With EC-Inspector it is possible to capture a file which is transferred via FoE. Open Settings/FoE File and
the follwing dialog appears:
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Settings n

General Message Level Capture File Pcap File Foe File
Filename
Folder C\ProgramData\EC-Inspector\FoE\,
OK Cancel
OK Cancel
Filename
Folder:

Path, where the FoE files should be saved

Wireshark File

With the EC-Inspector it is possible to analyze a previous recorded catupre file pcap or pcapng.
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Master [0

PCAP File

l Frames >

ENI

EC  Inspector

Therefore a wireshark have to be captured and saved as pcap or pcapng. Then it can be selected in the starting view

of the EC-Inspector. Also the ENI file has to be selected.

Device Editor

General

General (Mode 1 and Mode 2)
TAP Type Auto Detect

ENI File
Mode 1: Online analysis via TAP (Test Access Point) connected to local system
Link Layer Ndis

Network Adapter LAN ( Intel(R) Ethernet Connection (23) 1219-LM )

Mode 2: Offline analysis of EtherCAT frames captured by Wireshark
Capture File
Read multiple files ]

Mode 3: Load EC-Inspector snapshot

Capture File

It is also possible to read multiple files. Therefore the pcap files have to named like that: name.00000.pcap.

On switching to diagnosis mode the file will be read by EC-Monitor. After that the file is in play mode. It is possible
to play the file faster or slower or select pause. There is also a function to execute a specified amount of cycles. This

can all be done in the toolbar:
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File  View

Project Explorer

= EC-Inspector

Network  Settings  Help

~ @ EC-Monitor <connected>

~ @ slave_1001 [EK1100] (1001)

@ Slave_1002 [EL2008] (1002)
® Slave_1003 [EL2008] (1003)
@ Slave_1004 [EL1014] (1004)
® Slave_1005 [EL2004] (1005)
@ Slave_1006 [EL1034] (1006)
@ Slave 1007 [EL1018] (1007)
@ slave_1008 [EL2008] (1008)
@ Slave_1009 [EK1122-0080] (1009)

(@) Take Snapshot

D

General  Process Datamage ~ Watch list

State Machine
Current State
Requested State

Information
MainDevice Version 32
Number of found SubDevices 26
Number of SubDevices in configuration 26

Number of DC SubDevices 4

Cycles: 0 — + @sStep Speedfactor: 1~ ®Run @ Cycler 1 ® Restart [7] Activate Trigger I
ditor
Performance  Data Acquisition  Trigger

Frame Counter
TX frames
RX Frames
Lost frames

Cydlic frames

@ Slave_1011 [EL2252] (1011)
© Slave 1012 [EL2612] (1012)
@ Slave_1013 [EL4132] (1013)
© Slave 1014 [EL3162] (1014)
® Slave_1015 [EL1008] (1015)
@ slave_1016 [EL1094] (1016)

~ @ Slave_1010 [EK1101-0080] (1010)

> @ Slave_1017 [EK1110] (1017)

Topology Ok

Link Connected

SubDevices in MainDevice State fes

Acydlic frames.

TETTSTy T

Cycles: 0 = + @sStep

Edito
neral  Process Datalmage  Watch list Data Acquisition
fe Machine

Short Info

Name

Vendor

Classic View  Flat View

Information

Description

Networks: 1

@ slave_1020 [EK1122] (1020)
@ slave_1021 [EK1100] (1021)

Topology View

SubDevices: 26

Severity Time  Message

rrent State

Juested State
rmation

inDevice Version

mber of found SubDevices

| mhar of SubNavicas in onfinuration

Frame Counter
TX frames

RX Frames

26 | et framac

Trigger

& DBG 10:13:11 Master state changed from <UNKNOWN> to <OP>

D) INF 10:13:111 MainDevice state change from ‘Unknown’ to ‘Op’

& DBG 10:13:11 Topology Change Performed No Error (0x0)

D INF 10:13:11 Changed topology successfully

& DBG  10:13:11 Busscan successful - 26 slaves found

D INF 10:13:111 Network scan successful - 26 SubDevices found

ERR  09:50:50 MainDevice: Timeout

I\

Time  Protocol

D 094608 CoE

09:46:08 CoE
09:46:08 CoE

09:46:08 CoE

09:46:08 CoE

09:46:08 CoE

09:46:08 CoE

ages

SubDevice
1018
1018
1018
1018
1018
1018
1018

Message
[Frame:
[Frame:
[Frame:
[Frame:
[Frame:
[Frame:

[Frame:

371662] CoE Upload: SubDevice 1018, Index 0x1701:0, Value (h

371586] CoE Upload: SubDevice 1018, Index 0x1601:0, Value (h
371542] CoE Upload: SubDevice 1018, Index 0x1600:0, Value (hex) 02 01
371510] CoE Upload: SubDevice 1018, Index 0x1B01:0, Value (hex) 010
371478) CoE Upload: SubDevice 1018, Index Ox1AFF:0, Value (hex) 01 0
371434] CoE Upload: SubDevice 1018, Index 0x1A02:0, Value (hex) 02 0

)010(

371628] CoE Upload: SubDevice 1018, Index 0x16FF:0, Value (hex) 01 0(

) 0200

State: @ @  Mode: DIAGNOSIS

7.3.6 Settings File

Inside this file the user can modify all settings, including some that are not present in the settings dialog.

Warning: Only modify this file if you know what you are doing.
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% User.s.romero.xml

File Edit View Insert Window Help

B [3 H « ¥ Ga [ﬂ X #d Ol = C-\ProgramData\EC-Engineer\User.s_romero_xml
Tree View XSL Output

MasterUnitEepromTimeout
MasterUnitRasCycleTime
MasterUnitRasWatchDog
MasterUnitRasWdToLimit
MasterUnitTimerNormalCount
MasterUnitTimerSlowerCount
MasterUnitTimerSlowestCount
DiagGeneralErrorLvlLostLink
DiagGeneralWarningLvlLostLink
DiagGeneralErrLvlRxXError
DiagGeneralWarnLvlRxError
DiagGeneralErrLvlInvalidFrame
DiagGeneralWarnLvlInvalidFrame
DiagGeneralErrLvlProcUnitErr
DiagGeneralWarnLvlProcUnitErr
MasterDebugMessagelLevel
GuiDebugMessagelLevel

® name GuiDebugMessagelLevel
® value 0

[+
[+
E
E
E
i
E
E
-3 setting
[+
[+
[+
[+
[+
[+
E

H--2) setting Indent¥mlFiles
43 setting : EnhancedUtfB8Support
H--2) setting ProjectTemplatePath

ProjectTemplatehctivate
ProjectTemplatelgnoreRevision
CaptureFileSettingsFolder
CaptureFileSettingsBaseFileName
CaptureFileSettingsiddDateToFileName
CaptureFileSettingsAddTimeToFileName
CaptureFileSettingsAddIpAddressToFil
CaptureFileSettingsAutomaticInterval
CaptureFileSettingsAutomaticNotifica
CaptureFileCollectSettingsAutomaticM
CaptureFileCollectSettingsCollectPro
CaptureFileCollectSettingsUseSdoInfo
CaptureFileCollectSettingsEepromSize
CaptureFileCollectSettingsEscRegiste
CaptureFileCollectSettingsCollectCoe
CaptureFileCollectSettingsCollectCoe
TimingTaskRas

EmountOfBufferEntries
BcapFileSettingsFolder
PcapFileSettingsBaseFileName

i
i
i
E
E
E
E
E
E
E
-2 setting
E
E
i
i
i
E
E
E
E
E
E

U
%))
Iy
o
o
o -
]
ls}

E

PcapFileSettingsBaseFileName
PcapFile

E B e 1T [P .

The file can be located either at “C:/ProgramData/EC-Engineer/User.<username>.xml” or insdie the install di-
rectory.
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8 Customization

8.1 Multi-Language-Support

EC-Inspector supports multiple languages, which can be changed at runtime. Adding support for further lanuages is
quite easy because it is just a simple XML file which must be added to the kit.

All language files are stored in: “%ProgramFiles%/acontis_technologies/EC-Inspector/Languages/..."

EC-Inspector has also full UNICODE support, which means that it is also possible to support Asian languages:

= EC-Inspector - a X
Datei  Ansicht  Netzwerk Hilfe
Stoppe Diagnose [IAYES
Projekt-Explore
Il EC-Monitor General
Aligemein (Betriebsart 1 und 2)
TAP Typ Auto Detect
ENI Datei
Betriebsart 1: Online Analyse via TAP (Test Access Point) verbunden mit lokalem System
Ndis
LAN (Intel(R) Ethernet Connection (23) 1219-LM )
: Offline Analyse von EtherCAT Frames auf ifgenommen von Wireshark
o
Betriebsart 3: Lade EC-Inspector Snapshot
Aufzeichnungsdatei
Klassische Ansicht  Flache Ansicht  Topologi €/ %'
informationen v 2 feldungen v 2 Aailbox Protok eldungel v 2
Geriitedaten Severity Time Message Time Protocol  SubDevice Message
LNe'u‘evke 1 SubDevices: 0 Status: ® @ Modus: KONFIGURATION

8.2 Themes

EC-Inspector supports multiple themes, which can be changed during compile time. Adding support for further
themes is quite easy because a theme consists of a couple of XAML files which must be added to the kit.

Five themes are already included into EC-Inspector:

Royal Light Theme
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@ EC-Engineer [] = o X
File View Network Settings Help

i | Diagnosis B simulation T exporteNt T, Export EXI

Proj

t Explorer Device Ed

General ~ Simulator  Process Datalmage ~ Watchlist ~ TraceData  Advanced Options  SubDevice to SubDevice  Distributed Clocks ~ Tasks + Sync Units  Data Acquisition
~ 1l subDevice_1001 [EK1100] (1001) -

™ SubDevice_1002 [EL2008] (1002) General
" SubDevice_1003 [EL2008] (1003) Unit Name Class-A MainDevice
¥ SubDevice_1004 [EL1014] (1004) Cycle Time [us] 1000 -
™ SubDevice_1005 [EL2004] (1005)
Source MAC address
¥ SubDevice_1006 [EL1034] (1006)
# SubDevice 1007 [EL1018] (1007)
™ SubDevice_1008 [EL2008] (1008)
> ™8 SubDevice_1009 [EK1122-0080] (1009) Local system
> "8 SubDevice_1020 [EK1122] (1020) Link Layer

Network Adapter
Requested MainDevice State
Diagnosis Mode: Cycle Time

Diagnosis Mode: DCM

Remote system

Protocol
1P Address 127.0 .0 .1
port

MainDevice-Instance

Recorded network snapshots

Capture File
Classic View ~ Flat View  Topology View
Short Info v 2 ages v oz
Information Severity Time Message
Name
Description
Vendor
| Networks: 1 SubDevices: 26 State:  ® @  Mode: CONFIG  EXPERT
= EC-Engineer [] - o X
File View Network Settings Help
i |rv Diagnosis B Simulation 1 ExportENI T Export EXI
v U Class-A MainDevice [ General | Simulator | Process Data Image | Watch list | Trace Data | Advanced Options | SubDevice to SubDevice | Distributed Clocks | Tasks + Sync Units | Data Acquisition |
~ 1 SubDevice_1001 [EK1100] (1001)
™ SubDevice_1002 [EL2008] (1002) General
™ SubDevice_1003 [EL2008] (1003) Unit Name [ Class-A MainDevice
¥ SubDevice 1004 [EL1014] (1004) Cycle Time [us] 1000 M|
" SubDevice_1005 [EL2004] (1005)

Source MAC address

¥ SubDevice_1006 [EL1034] (1006)
¥ SubDevice_1007 [EL1018] (1007)
™ SubDevice_1008 [EL2008] (1008)
» g SubDevice_1009 EK1122-0080] (1009) Local system
» "8 SubDevice 1020 [EK1122] (1020) Link Layer M
Network Adapter -

Requested MainDevice State nit

Diagnosis Mode: Cycle Time

Diagnosis Mode: DCM off

Remote system

Protocol RAS
1P Address 127.0 .0 .1
Port

MainDevice-Instance

Select

Recorded network snapshots
Capture File
Select

Classic View |Flat View | Topology View |

formation Severity Time  Message
Name [ class-A MainDevice ]
Description | EtnerCAT MainDevice (Class A) |
Vendor acontis technologies GmbH
|Networks: 1 | subbevices: 26 State: @ @ | Mode: CONFIG | EXPERT

Luna Theme
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File View Network Settings Help
onfiguration| | Diagnosis &) simulation

Project Explorer

v L Class-A MainDevice

v 1 SubDevice_1001 [EK1100] (1001)

" SubDevice_1002 [EL2008] (1002)
SubDevice_1003 [EL2008] (1003)
SubDevice_1004 [EL1014] (1004)
SubDevice_1005 [EL2004] (1005)
SubDevice_1006 [EL1034] (1006)
SubDevice_1007 [EL1018] (1007)
SubDevice_1008 [EL2008] (1008)

"8 SubDevice_1009 [EK1122-0080] (1009)
SubDevice_1020 [EK1122] (1020)

Classic View |Flat View | Topology View

T Export NI T, Export EXI

Device Editor

General | Simulator | Process Data Image | Watch list | Trace Data | Advanced Options | SubDevice to SubDevice | Distributed Clocks | Tasks + Sync Units | Data Acquisition

General

Unit Name [ ctass-A MainDevice

Cycle Time [us] 1000

Source MAC address

60-6D-3C-E3-F2-E8

Local system

Link Layer

Network Adapter
Requested MainDevice State nit

Diagnosis Mode: Cycle Time 2

Diagnosis Mode: DCM

Remote system

Protocol

1P Address 127. 0.0 .1
Port 6000
MainDevice-Instance 0

Recorded network snapshots
Capture File

Select

Select

Short Info v ®  Messages v
Information Severity Time  Message
Name Class-A MainDevice
Description EtherCAT MainDevice (Class A)
Vendor acontis technologies GmbH
{Networks: 1 | subDevices: 26 State: ® ® | Mode: CONFIG | EXPERT,
1 0 x
File View Network Settings Help
onfiguration | |r Diagnosis [ Simulation T Export ENI T, Export EXI
Project Explorer Device Editor
4 L Class-A MainDevice General Simulator Process Datalmage ~ Watchlist ~ TraceData  Advanced Options  SubDevice to SubDevice Distributed Clocks ~ Tasks + Sync Units Data Acquisition
4§ SubDevice_1001 [EK1100] (1001)
™ SubDevice_1002 [EL2008] (1002) General
™ SubDevice_1003 [EL2008] (1003) Unit Name Class-A MainDevice
¥ SubDevice_1004 [EL1014] (1004) Cycle Time [us] 1000 -
™ SubDevice_1005 [EL2004] (1005)
Source MAC address
¥ SubDevice_1006 [EL1034] (1006)
# SubDevice_1007 [EL1018] (1007)
"™ SubDevice_1008 [EL2008] (1008)
g SubDevice_1009 [EK1122-0080] (1009) Local system
I ™8 SubDevice_1020 [EK1122] (1020) Link Layer =
Network Adapter
Requested MainDevice State ni -
Diagnosis Mode: Cycle Time 2000 M
Diagnosis Mode: DCM off -
Remote system
Protocol -
1P Address 127.0.0 .1
Port
MainDevice-Instance
Recorded network snapshots
Capture File
Select
Classic View | FlatView  Topology View
Short Info v B |[ Messages -7
Information Severity Time. Message
Name Class-A MainDevice
Description EtherCAT MainDevice (Class A)
Vendor acontis technologies GmbH
Networks: 1 | subevices: 26 State: ® ® | Mode: CONFIG | EXPERT,

Office 2013 Theme
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-

ngineer

-1

File View Network Settings Help

onfiguration | Diagnosis [ Simulation

Projec

ver
4 | Class-A MainDevice
4 [ subDevice_1001 [EK1100] (1001)

SubDevice_1002 [EL2008] (1002)
SubDevice_1003 [EL2008] (1003)
SubDevice_1004 [EL1014] (1004)
SubDevice_1005 [EL2004] (1005)
SubDevice_1006 [EL1034] (1006)
SubDevice_1007 [EL1018] (1007)
SubDevice_1008 [EL2008] (1008)

b "8 SubDevice_1009 [EK1122-0080] (1009)
b "3 SubDevice_1020 [EK1122] (1020)

ol e o e o o

Classic View | FlatView  Topology View

Short M
Information

Name Class-A MainDevice

Description EtherCAT MainDevice (Class A)

Vendor

acontis technologies GmbH

| Networks: 1 SubDevices: 26

T ExportENI T, Export EXI

General | Simulator  Process Data Image

General
Unit Name
Cycle Time [us]

Source MAC address

Local system
Link Layer
Network Adapter
Requested MainDevice State
Diagnosis Mode: Cycle Time

Diagnosis Mode: DCM

Remote system

Protocol
1P Address
Port

MainDevice-Instance

Recorded network snapshots

Capture File

sag

Severity Time  Message

Class-A MainDevice

1000

127.0 .0

Watchlist ~ Trace Data  Advanced Options

SubDevice to SubDevice  Distributed Clocks ~ Tasks + Sync Units  Data Acquisition

Deselect

State: ® @  Mode: CONFIG ~EXPERT
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9 Licensing

9.1 Third party Software

EC-Inspector is using the following third party software:

¢ Infragistics

9.2 EC-Inspector License

For EC-Inspector we have two license models:
* Node Locked License

¢ Floating License

9.3 Node Locked License

If you choose this license model, you need an USB dongle for every single computer. This dongle must be plugged
into the computer where you want to use EC-Inspector.

9.4 Floating License

If you choose this license model, you need only one USB dongle with multiple floating licenses. This dongle must be
plugged into your license server and all client computers will connect to this license server.
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Note: This requires that the “WebAdmin” of the “Code Meter” is installed on the system. Please download and
install the “Code Meter Runtime” from WIBU: https://www.wibu.com/

9.4.1 Configure License Server

Install the “Dongle-Version” of EC-Inspector on your license server, plug-in your USB dongle and open the
“WebAdmin’’:

Show

WebAdmin %

Disable CmDongle

Help
About

Quit

17/03/2025

In the “WebAdmin” navigate to ‘“Configuration Server”, select the option “Run Network Server’” and press
Apply:
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€+ WebAdmin | Server Access X +

& C @ localhost

CodeMeter WebAdmin C

SYSTEMS

Dashboard  Container v  License Monitoring v  Diagnosis v Conﬂgur'at‘\onc Info

E Server Configuration Server Access Basic » @ (2] = English (Us) ~
Server Access License Access Permissions Server @ o > | Server Access
Network Server Advanced License Access Permissions
O Disable
® Enable
Network Port: 22350

@ Disable
O Enable

{CmWAN Server

o Apply Restore Defaults

% i WebAdmin Version: 7.20

P ——— L G VT A X B D

9.4.2 Configure Client Computer

Install the “Dongle-Version” of EC-Inspector and open the “WebAdmin’’:

Show
WebAdmin %

Disable CmDongle

Help
About

Quit

0 T G SR U el

17/03/2025

In the “WebAdmin” navigate to ‘“Configuration Network”, press add, enter your IP address of your license
server and press Apply:
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€+ WebAdmin | Server Search List X +

<« C localhost

CodeMeter WebAdmin C

SYSTEMS

Dashboard  Container ~  License Monitoring v  Diagnosis v [EEls[IlElN] 1

Basic e >|  Server Search List@ © = engish(us) ~

ﬁ Basic Configuration Server Search List

Server Search List Proxy WebAdmin Backup Server > Proxy
Server Search List Advanced WebAdmin
1. Automatic server search (255.255.255.255) @ Backup

0 add new Server o

e Restore Defaults

Jconfiguration/server_search_listhtml (127.0.0.1) % i WebAdmin Version: 7.20

Now, you should be able to start EC-Inspector.

Note: If too many clients are connected you will, you will receive the following error message:

WIBU-5YSTEMS Software Protection >

| Required License (Dongle/File] not available.

CodeMeter 101409:235273208 Das Benutzermaximum des
CodeMeter-Netowerks ist erreicht, Fehler 212,

CodeMeterAct S000087:285278208 CmContainer-Eintrag
nicht gefunden, Fehler 200,

CodeMeterAct 6001978:285278208 CmContainer-Eintrag
nicht gefunden, Fehler 200,

Abbrechen |

In that case, you should try to close unused EC-Inspector instances or buy more floating licenses.
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9.5 License Update

9.5.1 Request License Update

Step 1: Install the “Dongle-Version” of EC-Inspector and open the “CodeMeter Control Center”:

Show %
WebAdmin

Disable CmDongle

Help
About

Quit

17/03/2025

If the selected license is a virtual dongle, simply drag and drop the WibuCmLIF file onto the CodeMeter Control
Center. Otherwise, the dongle should already be visible.

Step 2: In the “CodeMeter Control Center” open the “CmFAS Assistent’ by clicking on License Update:

& CodeMeter Control Center — O X
File Process View Help
License Events
(c) Cmstick Name: CmStick &
3-3546281
Serial: 3-3546281 o
Version: CmStick 4.50 (&)
Capacity: 98 % free (312520 Bytes)
Status: () (& Disabled
() (&) Enabled until unplugged
0O & Enabled
ILicense Update Eject Change Password
—
g
CodeMeter service is running. WebAdmin

Step 3: Now, follow the assistant until you can select a file name:
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@ CmFAS Assistant

Welcome to the CmFAS Assistant!

The CodeMeter Field Activation Service (CmFAS) assistant helps you adding, changing and deleting licenses from
the license management system CodeMeter.

With the CmFAS assistant you can create license request files, which you can send to the vendor of the software by

email. You can also import the received license update files with the CmFAS assistant into the license management
and create a receipt of the import for the vendor.

-

Step 4: Select “Create license request”:

<« @ CmFAS Assistant

Please select the desired action

© create license request

Choose this option if you want to create a license request file in order to send it to the vendor of the software.
() Import license update

Choose this option, if you received a license update file from the software vendor and want to import this file.
() Create receipt

Choose this option if you want to confirm the successful import of a license update file for the software vendor.

—

Step 5: Select “Extend existing license”’:
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< @ CmFAS Assistant

Please choose an option for the license request

© Extend existing license

Choose this option if you want to change an existing license or to add new licenses to an existing license of the
same vendor.

() Add license of a new vendor

Choose this option if you want to add a new license and there are no licenses from this vendor in the selected
license container.

E— R

Step 6: Keep the selected the vendor:

<« @ CmFAS Assistant

Please choase the vendor

(JiAcontis Firm Item (6001978)
(] acontis technologies GmbH (101409)
(] Debug test version! (10)

Select the software vendor to which you want to send the license request file. The vendor will only see the data
which you select here. So you can ensure that the vendor doesn't see which other licenses from other vendors you
have.

Mext = Help

| S— —

Step 7: Select the file name:

acontis technologies GmbH AT3219 Page 73/81



EC «»Inspector

User Manual

? X
< @ CmFAS Assistant
Please select the file name
C:fUsers/s.romero/Desktop/3-3546281.WibuCmRaC E]

Select a file name for storing the license request file. Then click on 'Commit' to create the file. You can then send
this file to the vendor by email.

Commit Help

Step 8: Finish the assistant:

@ CmFAS Assistant

The license request file has been successfully created.

The license request file has been successfully created.
You can send it now to the vendor of the software by email.

| S— —

Step 9: Your license request file * . WibuCmRaC has been successfully created. Please send it to sales@acontis.com
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9.5.2 Install License Update

After you have been sent your license request file you will receive the license update file * . WibuCmRaU.
Step 1: Connect your dongle.

Step 2: Copy the license update file to your desktop.

Step 3: Double-click on the license update file:

(& CodeMeter ? X
Information:

Update for CmContainer 3-3546281 Firmltem 101409 --»
successful

oK |

9.6 Dongle Firmware Update

Step 1: Install the “Dongle-Version’ of EC-Inspector and open the “CodeMeter Control Center”:

Show %
WebAdmin

Disable CmDongle

Help
About

Quit

~ @B 0 & oeu Qax @ 0002

17/03/2025

Step 2: In the “CodeMeter Control Center” click on Update Firmware of selected Cm Dongle:
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License Events

CmStick
S 3-3546281

Name: CmStick
Serial: 3-3546281

Version: CmStick 4.50

Capacity: 98 % free (312472 Bytes)

Status: () (& Disabled

() (&) Enabled until unplugged

0O & Enabled

License Update Eject Change Password

CodeMeter service is running.

¢

WebAdmin

Step 3: Execute firmware update by pressing OK:

& CodeMeter ? X

2 Execute Firmware Update
The CodeMeter Firmware update enables new CmDaongle

features and performs bug fixing. Press OK, if you want to
update your CmDongle to the most current version. The
update may take a while, please wait until you receive a
sUCCess message.

Cancel

Step 4: Wait until firmware update was executed:
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@ CodeMeter Control Center

License Events

) CmStick Name: CmStick
3-3546281
Serial: 3-3546281
Vercinn: CmStick 4 50

& Code... ? X

Execute Firmware Update ...
Do not disconnect the CmDongle

Status: () & Disabled

() (&) Enabled until unplugged

0O & Enabled

License Update Eject Change Password

CodeMeter service is running.

(5

WebAdmin

Step 5: Firmware update was done and dongle can be removed:

& CodeMeter ? X

Information:

Firmware Field Update for CmDongle 3-3546281
successfully done.

9.7 Expiration Date Dongle

If you chosed a expiration dongle you can find your expiration date in the ‘About Dialog’. If you have an

unlimited dongle you will not see a date in the dialog.
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= About ...

EC ™ [nspector

Product details:

EC-Inspector
Version: 4.0.0
© Copyright acontis technologies GmbH

Eval version (Expiration Date: 31.03.2025)

acontis technologies GmbH
Franz-Beer-Strafe 98

88250 Weingarten

Germany

Phone +42 751 /560 30 30

info@acontis.com

OK

If you see this date you can not use an Engineer which was released after the expiration date, but all older ones are

possible.

If you try to start an Engineer which is newer than the expiration date, you will get the following error:

-
WIBU-SYSTEMS Software Protection

.'-l. ’

A

Required License (Dongle/File) not available.

CodeMeterAct 5000087:285278208 CmContainer-Eintrag nicht
gefunden, Fehler 200.

CodeMeterAct 6001978:285278208 CmContainer-Eintrag nicht
gefunden, Fehler 200.

Wiederholen

~

X

CodeMeter 101409:285278208 Das Releasedatum befindet sich
auBerhalb des geforderten Intervalls, Fehler 77.

Abbrechen
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10 FAQ, Tips

10.1 Help in case of a problem

If you have a problem with EC-Inspector or something does not run as expected, please try first the following things:
¢ Read messages in message window
¢ Increase message level Menu > Settings » All Messages
* Read log file for more information Menu » Help » Show *» Log *File
¢ Restart EC-Inspector and try to do it again

¢ Contact support by sending a mail to ecsupport@acontis.com and attach the following information

Project file .ecc or . ec1i if available

EC-Inspector Version Menu *> Help » About

Log file Menu » Help » Show Log File

Short description how the reproduce it

10.2 Internal User Specific Settings

EC-Inspector saves all user specific settings in a subfolder of the all users directoy % ALLUSERSPROFILE%/EC-
Inspector like C:/ProgramData/EC-Inspector.

In this directoy there is a XML file called User .myusername . xm1. In this file, the user can find additional settings,
which can be helpful for solving some problems:

MasterUnitLocalCycleTime = 1
Bus cycle time of the internal MainDevice in milliseconds

MasterUnitLocalWorkerSleepTimeMs = 100
Cycle time of the local MainDevice thread in milliseconds

MasterUnitRemote WorkerSleepTimeMs = 300
Cycle time of the remote MainDevice thread in milliseconds

MasterUnitTimerNormalCount = 4

» Time shift to cycle time of the normal refresh cycle
¢ E.g. local MainDevice = 100 ms, normal refresh cycle is every 400 ms
» Used e.g. for updating MainDevice information, error counters of SubDevice, ...

MasterUnitTimerSlowerCount = 20

¢ Time shift to cycle time of the slower refresh cycle

* E.g. local MainDevice = 100 ms, slower refresh cycle is every 2 seconds

e Used e.g. for updating the SubDevice information, EEPROM data, register data, ...
MasterUnitTimerSlowestCount = 120

 Time shift to cycle time of the slowest refresh cycle
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¢ E.g. local MainDevice = 100 ms, slower refresh cycle is every 12 seconds
» Used e.g. for updating the CoE Object Dictionary, ...

MasterUnitScanBusTimeout = 5000
Timeot for bus scan in milliseconds

MasterUnitMailboxTimeout = 5000
Timeout for mailbox access in milliseconds

MasterUnitStateChangeTimeout = 5000
Timeout for changing state machines in milliseconds

MasterUnitRegisterTimeout = 3000
Timeout for register access in milliseconds

MasterUnitProcessDataTimeout = 1000
Timeout for process data access in milliseconds

MasterUnitEepromTimeout = 3000
Timeout for EEPROM access in milliseconds

MasterUnitRasCycleTime = 0
Internal RAS cycle time for polling

MasterUnitRasWatchDog = 0
Internal RAS watchdog interval

MasterUnitRasWdToLimit = 0
Internal RAS watchdog limit

DiagGeneralErrorLvlLostLink = 10
Theshold value for the “Lost Link Errors”, which leads to an error

DiagGeneralWarningLvlLostLink = 1
Theshold value of the “Lost Link Errors”, which leads to a warning

DiagGeneralErrLvIRxError = 10
Theshold value for the “RX Errors”, which leads to an error

DiagGeneralWarnLvIRxError = 0.001
Theshold value of the “RX Errors”, which leads to a warning

DiagGeneralErrLvlInvalidFrame = 10
Theshold value for the “Invalid Frames”, which leads to an error

DiagGeneralWarnLvlInvalidFrame = 0.001
Theshold value of the “Invalid Frames”, which leads to a warning

DiagGeneralErrLvIProcUnitErr = 1000
Theshold value for the “Processing Unit Errors”, which leads to an error

DiagGeneralWarnLvlProcUnitErr = 100
Theshold value of the “Processing Unit Errors”, which leads to a warning

MasterDebugMessageLevel = 0
Activates extended debug messages of the EC-Master (0 = Silent, 1 = Any, 2 = Critical, 3 = Error, 4 = Warning,
5 = Info, 6 = InfoApi, 7 = Verbose, 8 = VerboseCyc)

GuiDebugMessageLevel = 0
Activates extended debug messages of the GUI (0 = Off, 1 = Errors, 2 = All)

IndentXmlFiles = False
Activates indenting of XML files (makes exported XML files readable, but increases size)

EnhancedUtf8Support = False
Activates the enhanced UTF-8 support, which might be necessary if characters will be not displayed correctly
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10.3 FAQ

Solutions for possible problems:

¢ The integrated Device does not react as estimated
Increase the message level (Menu Settings All Messages) and try it again.

* EC-Inspector reports a message with ErrCode: 0x...
Error Codes comes directly from the Device. If you want to know what to know how to solve this problem,
please refer the manual of EC-Master / EC-Monitor.

¢ Permanent frame loss while monitoring TwinCAT
Please try with Npcap instead of NDIS driver

¢ WebAdmin in Dongle-Version shows page not found, what can I do?
You have to download and install the Code Meter Runtime from WIBU https://www.wibu.com/

¢ UTF8 characters e.g. in variables or PDOs will be not displayed correctly
This requires the enhanced UTF-8 support and can be enabled by setting “EnhancedUtf8Support = True”,
(see Internal User Specific Settings)

acontis technologies GmbH AT3219 Page 81/81


https://www.wibu.com/

	1 Introduction
	1.1 Overview
	1.2 Requirements

	2 Installation
	2.1 Setup Process
	2.2 Silent Installation (optional)
	2.3 File and Folder Structure
	2.4 NDIS Driver

	3 Graphical user interface
	3.1 Overview
	3.2 Menu/Tool/Status bar
	3.2.1 File
	3.2.2 View
	3.2.3 Network
	3.2.4 Settings
	3.2.5 Help

	3.3 Project Explorer
	3.3.1 Drag and Drop
	3.3.2 Configuration Mode
	3.3.3 Diagnosis Mode

	3.4 Device Editor
	3.5 Short Info
	3.6 Message Window

	4 Configuration Mode
	4.1 Overview
	4.2 Device Settings
	4.2.1 General
	4.2.2 Process Data Image
	4.2.3 Watchlist
	4.2.4 Data Acquisition
	4.2.5 Trigger

	4.3 SubDevice Settings
	4.3.1 General (SubDevice)
	4.3.2 Variables


	5 Diagnosis
	5.1 Overview
	5.2 Device
	5.2.1 General
	5.2.2 Process Data Image
	5.2.3 Watch list
	5.2.4 Performance
	5.2.5 Data Acquisition Diagnosis

	5.3 SubDevice
	5.3.1 General (SubDevice)
	5.3.2 Variables
	5.3.3 ESC Register
	5.3.4 Extended Diagnosis
	5.3.5 CoE Object-Dictionary
	5.3.6 File over Ethernet (FoE)
	5.3.7 History (SubDevice)
	5.3.8 Motion (Motion Tabs only)


	6 Operating with Third Party EtherCAT Controller
	6.1 Beckhoff TwinCAT
	6.1.1 TwinCAT ENI
	6.1.2 Activate TwinCAT Error Counters

	6.2 Codesys
	6.2.1 Codesys ENI
	6.2.2 Activate Codesys Error Counters


	7 Additional Tools
	7.1 ESI-Manager
	7.2 Inspection Report
	7.3 Settings
	7.3.1 General
	7.3.2 Message Level
	7.3.3 Capture File
	7.3.4 Pcap File
	7.3.5 FoE File
	Wireshark File

	7.3.6 Settings File


	8 Customization
	8.1 Multi-Language-Support
	8.2 Themes

	9 Licensing
	9.1 Third party Software
	9.2 EC-Inspector License
	9.3 Node Locked License
	9.4 Floating License
	9.4.1 Configure License Server
	9.4.2 Configure Client Computer

	9.5 License Update
	9.5.1 Request License Update
	9.5.2 Install License Update

	9.6 Dongle Firmware Update
	9.7 Expiration Date Dongle

	10 FAQ, Tips
	10.1 Help in case of a problem
	10.2 Internal User Specific Settings
	10.3 FAQ


