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1 Introduction

This guide describes how to set up CODESYS Control for Linux SLor CODESYS Virtual
Control SL on RT-Linux for the acontis Hypervisor. It is assumed, the steps listed in the Hypervisor
Quick Start guide and the Windows Guest Guide have been successfully executed.
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2 CODESYS Control for Linux SL

2.1 CODESYS Support Package for the Hypervisor

The CODESYS Support Package for the Hypervisor is located in
/hv/guests/etc/rt-1linux/files/codesys.

If you get an update, please copy it to this folder.

Hint: Update CODESYS Control version (optional)

The CODESYS Support Package may contain a specific version of the CODESYS Control for Linux
SL package (e.g. “codesyscontrol_linux_4.5.0.0_amd64.deb”). Please follow the steps described in this
chapter only in case you want to use a newer version of this package or if this package is missing.

You need to go to the CODESYS webstore (store.codesys.com) and search for “CODESYS Control for
Linux SL” and download the respective package. Unzip the package. As a result, the folder “Delivery”
will contain the CODESYS Control debian package (e.g. “codesyscontrol_linux_4.5.0.0_amd64.deb”).
Please transfer the file you got from the webstore to the PC where the hypervisor is running. If you are run-
ning the RT-Linux example, copy the file into the /hv/guests/guestrtlinux/files/codesys
folder. Otherwise, copy it to your /hv/guests/guestxxxx directory, where your RT-Linux is lo-
cated.

2.2 Extract CODESYS Control

CODESYS Control is shipped as a debian package. Its content has to be extracted before it can be used.
After extracting the debian package can be removed.

$ cd /hv/guests/etc/rt-linux/files/codesys
$ dpkg-deb -x codesyscontrol_linux_4.5.0.0_amd64.deb files
$ dpkg-deb -e codesyscontrol_linux_4.5.0.0_amd64.deb control

2.3 Adjust CODESYS Configuration

You need to adjust some configuration files. Adjust the CODESYSControl.cfg file to assure the user
configuration file is stored at the hard disk:

$ cd /hv/guests/etc/rt-linux/files/codesys/files/etc
$ mousepad CODESYSControl.cfg

Adjust the FileReference.1 setting:

[CmpSettings]

IsWriteProtected=1

FileReference.0=SysFileMap.cfg, SysFileMap
FileReference.l=/mnt/rtfiles/codesys/files/etc/CODESYSControl_User.cfg
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If you want to automatically start the PLC application, adjust the CODESYSControl_User.cfq file:

$ cd /hv/guests/etc/rt-linux/files/codesys/files/etc
$ mousepad CODESYSControl_User.cfg

Add the Application.1 entry:

[CmpApp]
Bootproject.RetainMismatch.Init=1
;RetainType.Applications=InSRAM
Application.l=Application

2.4 Codemeter support

CODESYS is software protected via a Codemeter USB dongle. This dongle has to be exposed from the
Hypervisor Host to RT-Linux.

Hint: How to expose USB devices is described in the Hypervisor Manual in section “USB device access
for RT-Linux guests”.

The standard Linux image shipped with the hypervisor does not support usbip. You need to exchange this
image by the separately provided rt 1inux515.x64-usbip.bin image file. This file is part of the
CODESYS package and located in /hv/guests/etc/rt-1linux/files/codesys/rtlinux.
You need to adjust the configuration:

$ cd /hv/guests/guestxxxx
$ mousepad usr_guest_config.sh

Adjust or add the following line:

export osImage=S$HV_ROOT/guests/etc/rt-linux/files/codesys/rtlinux/
—rtlinux515.x64-usbip.bin

2.5 CODESYS autostart

You may want to automatically start CODESYS after RT-Linux has booted.

In case a Real-time Ethernet fieldbus like Ethernet/IP or EtherCAT shall be used, you must enable the
Ethernet driver of RT-Linux.

For protocols like Ethernet/IP you need also to set an IP address to this Ethernet port.
Insert or uncomment the following lines in /hv/guests/guestxxxx/files/autostart.sh

# load Ethernet drivers if required
modprobe e1000e

modprobe igb

modprobe igc

modprobe r8169

ifconfig ethO up
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Add the following commands at the end of the file
/hv/guests/guestxxxx/files/autostart.sh

The example below assumes, an IP address is needed, it is set to 192.168.10.10
You may have to adjust this address according to your needs.
Set the IP address to 0.0.0.0 or omit setting the IP address if no IP address is required

# set IP address
ifconfig eth0 192.168.10.10

# run codesys
cd /mnt/rtfiles/etc/rt-linux/files/codesys
./installcodesys.sh

If you want the PLC application to run automatically after CODESYS is started, you need to create a Boot
Application. You need select the PLC application, log in into the PLC, download and run the application.
Then create the Boot Application.

® testd.project™ - CODESYS
File Edit View Project Build GnlinelDehug Tools  Window  Help

S EH & 5 Login Alt+F8 i
ig Logout Ctrl+F2
—— | Create Boot Application
=5 tests Download -
11310 " SC
- ) Device [connected] (CODESYS Online Change E
=30 o1 1 mnie Snurce Nownload to Connected Nevice

2.6 CODESYS PLC lodfile

In case of PLC issues, you may take a look into the log file. It is located in RT-Linux, so you need to log
in into RT-Linux or get it via ssh.

The following command will store the log file from within RT-Linux into the local filesystem into file
plc.log. The requested password is root:

$ ssh root@192.168.157.2 cat /tmp/codesyscontrol.log >plc.log
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3 CODESYS Virtual Control SL

3.1 Virtual Control Support Package

The CODESYS Virtual Control files for the RTOSVisor are located in
/hv/guests/etc/rt-1linux/files/codesys-virtualControl.

If you receive an update from acontis, please copy the contents to this folder.

The Codesys IDE requires version V3.5 SP20 or higher.

3.2 Virtual Control Realtime Guest

The CODESYS Virtual Control SLisstarted in a RT-Linux guest with Docker support. Ensure
you have selected the appropriate RTOS image Linux 5.15 x64 Docker and allocated sufficient
memory for the RT-Linux.

For this guide, we assume that the RT-Linux guest is located in /hv/guests/guest0001 and is ini-
tialized with 1200MB of memory.

‘ o] “ # SystemManager X | e

L= (E O D localhost:5000/main

~ Project + Help
Project Explorer

Navigator X Remove Guest = More...

% Hypervisor-HostPC
Overview Devices Memory Areas
+ Guests

1 RT-Linux Virtual Control SL Information

1 Wini0IDE Name | RT-Linux Virtual Control SL

« Memory Areas RTOS Image Linux 5.15 x64 Docker

« Devices Description Real-time Linux (RT)
Identifier GUEST0001
RTOS Identifier 0
GPOS Identifier

Hardware

Memoary [MB]

If you want to use a network interface with your Codesys instance, you need to pass this network interface
from the host to the RT-Linux guest. After running sync and restarting the guest, you can log into the
RT-Linux guest with SSH and get the name of the interface using the command i fconfig. You can use
this interface name later in the virtual PLC configuration as the NIC.
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Add Device

Type: ‘ Ethernet controller ‘

Name: ‘ Ethernet Controller 1225-V (03) ‘

Interrupt Type:‘ msl ‘

Ok Cancel

For faster starting of the CODESYS Virtual Control environment, the polling rate should be set to
200us. To do this, adjust the CommPol1PeriodUs entry in usr.config.

Open the host configuration file:

$ cd /hv/config
$ mousepad usr.config

Add or Adjust the following lines:

[Host \Comm]
"CommPollPeriodUs"=dword:C8

Open the guest configuration file:

$ cd /hv/guests/guest0001
$ mousepad usr.config

Add or Adjust the following lines:

[Rtos1\Comm]
"CommPollPeriodUs"=dword:C8

Hint: The CODESYS Virtual Control Docker environment is stored on a data file that is created
during the first start of RT-Linux. By default, the data file is located at /hv/guests/guestxxxx/
files/rtdataimage. raw. Thisdatafile is mounted into the RT-Linux filesystem at /mnt /rtdata
when RT-Linux starts and unmounted when RT-Linux is shut down.

Caution: The data file will only be created when the RT-Linux guest is started and no existing data
container file is found. Once the container file is created, its size cannot be changed. The size should
be large enough for your complete CODESYS Virtual Control SL environment. If the default
path and filename for the container file shall be changed, you need to assure that it must be located
below the /hv/guest folder!

Configure the size of the data file. In this guide, we will create a data file with a size of 10GB (10240MB).

You can configure the data container path, filename and size using the System Manager:
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Overview Devices Memory Areas

Information

MName docker

RTOS Image Linux 5.15 x64 Docker

Description Real-time Linux (RT)
Identifier GUESTO0001

RTOS Identifier 0

GPOS Identifier -

Hardware
Memory [MB]
Heap Memory [MB]

CPU

Others

Disk Size [MB] 10240

Disk Image File /hv/guests/files/rtdata.raw

Or, alternatively, using the usr_guest_config.sh file:

$ cd /hv/guests/guest0001
$ mousepad usr_guest_config.sh

Add or Adjust the following lines (in this case, the default path and filename will be used):

export rt_data_size_MB=10240

Start the RT-Linux guest and log in as root.
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3.3 Virtual Control Docker Environment

The CODESYS Virtual Control Docker runtime is configured using the Codesys IDE. After starting
RT-Linux, you can connect with the IDE to control the Docker environment.

3.3.1 Update CODESYS Virtual Control
Select the menu Tools\Codesys Installer in the IDE and switch to the Browse tab. Here, you

can search for CODESYS Virtual Control for Linux SL and select the entry. Click on
Install Selected to install the add-on and follow the instructions.

3.3.2 Install the Virtual Control Images
Select the menu Tools/Deploy Control SL.In the Communication section, enter the IP address
of the RT-Linux (e.g., 192.168.157.2), username (root), and password (root). Then press the Connect

button, and the status should change to connected.

Tools || Window  Help

' CODESYS Installer... [Device: PLC Logic] ~ &8 ©F (=== 8 | E|=
m Library Repository...
m Device Repository... x Deploy Control SL X
@ Visualization Style Repository... i Product
H License Repository... CODESYS Virtual Control 5L ~
== OPC UA Information Model Repository... EERiymETd —
ogin
H License Manager... : :
E T Configtration IP address Port (22 3 Scan
/| Device License Reader...
E Status/Command User name |root |
Customize...
Options... Password |uu |
Import and Export Options... Status Mot connected Connect Disconnect
Scripting ' Key Based Login
Edge Gateway 3
Miscellaneocus 3
| Deploy Control SLI

In the Deployment section, select Install from local files and open the drop-down menu.
Here, you will find the Docker images for Virtual Control and the gateway. Install both images by selecting
each file from the drop-down menu and clicking the Tnstall button.

Deploy Control SL

BT Install and Deploy Image
(@) Install from local files v
Docker_codesyscontrol_virtuallinux_4.12.0.0_amdé&4.tar.gz
() Install from URL Docker_codesysedge_edgeamds4_4.12.0.0_amdé4, tar.gz
Configuration I Install I
Status/Command Manage Images
FE
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3.3.3 Configure Virtual Control

In the Configuration section, you can add and configure your instances. At least one Runtime and one
Gateway instance should be configured. To add a new instance, click the blue plus button, select the image,
and give it a name.

Deploy Control SL X

Communication Instances
{‘J@ Configure Import Export | X~

Ethernet

Deployment

Instance Product Adapter Ports Ipc Autostart Image Dependendies
Configuration g 7
Status/Command VPLCL |Runtime iEHD3SU | | iTrue | codesyscontrol_virtualinux:4, 12.0.0

Add MNew Instance X

Cancel

After adding an instance, you can configure it to fit your needs. If you are using EtherCat, a network
interface (NIC) needs to be assigned to the runtime instance. It is assumed that a network interface was
assigned to the RT-Linux using the system manager. In this guide, the network interface enp3s0 was
assigned to the RT-Linux.

To configure the runtime instance, select it and click the Configure button to open the Configure
Instance dialog. Here, you can enter the name of the NIC you want to assign to the instance.
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" Deploy Control SL x |
Communication Instances —
<+ <p| Configure| Import Export | X~
Deployment
Instance Product E?:gg:rt Ports Ipc Autostart Image Dependencies
vEdge |Gabeway | 1217: 1217| |Tr|.|e !mdesysedge_edgeamd64:4. 12.0.0 |
Status/Command ||vPLEL Runtime IE”IZ‘%U . | codesyscontrol_virtuallinux:4. 12.0.0
~| Cenfigure Instance X
==
v Instance )
True [v
Capabilities cap_chown, cap_ipc_lock. cap_kill. cap_net_admin. cap_net_bin
Dependencies
Genericcommands
Hostname vPLC1
Image codesyscontrol_virtuallinux:-4.12.0.0
Ipc
Licenseserver
Mounts fvar/opt/codesy 1/ /wPLC1/conf /
Metwork
[ Eic er@
Ports
Producttype Runtime
Technology Docker
Autostart
‘whether the instance should start on system boot up or not.
Ll

In the Status/Command section, you can check and change the status of your instances. Open the Start

drop-down menu and select Start All. Click on Runtime Log to open the log file.

__,"f.Deplnv ControlSL X |

Communication Command

3+ | Start ~| Stop -~ Runtime Log

Deployment Instd 0 Start Selected

Configuration ﬂ Start All

veLC] @ Start in Maintenance Mode

Statiue/Cnmmand |

After finishing the setup, switch to the system manager and restart the RT-Linux guest by selecting Shut -

down Guest andthen Start Guest.

3.4 Codemeter License Server

CODESYS software is protected via a CodeMeter license server. The license server is specified in the

configuration section of the instance.
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Deplé:w Control SL x

Communication Instances
e 3 [(m] Import Export | X =

Ethernet
Instance Product Adapter Ports Ipc Autostart Image

I Configuration vEdge | Gateway | _1217:121}" | True icodesysedge_edgeamd64:4.12.0.0

Deployment

' ' '
Runtime | enp3s0 | codesyscontrol_virtuallinux:4. 12.0.0

Status/Command

Configure Instance X

=3

| v Instance
Autostart True
Capabilities cap_chown, cap_ipc_lock, cap_kill, cap_net_admin, cap_net_bin/
Dependencies
Genericcommands
Hestname vPLC1 I
Image codesyscontrol _virtuallinux:4.12.0.0

|
lounts fvar/opt /codesysvcontrol /instances/vPLC1/conf /codesyscontrol |

Network

Mic enpls0
Farts

Producttype Runtime

Technology Docker

Autostart
‘whether the instance should start on system boot up or not.

Cance

3.5 Virtual Control Autostart

You may want to automatically start CODESYS Virtual Control after RT-Linux has booted.

First, check or configure the RT-Linux data file where the Virtual Control environment will be installed.
In this guide, we will create a data file with a size of 10GB (10240MB).

$ cd /hv/guests/guest0001
$ mousepad usr_guest_config.sh

Add or adjust the entry for rt_data_size_ MB.:

export rt_data_size MB=10240

Add the following commands at the end of the file
/hv/guests/guest0001/files/autostart.sh

The example below assumes, an IP address is needed and is set to 192.168.10.10. You may have to adjust
this address according to your needs. Set the IP address to 0.0.0.0 or omit setting the IP address if no IP
address is required

Adjust the containername in the call to VirtualControlAPI.py to start the CODESYS Virtual
Control during the startup of RT-Linux.
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# set IP address
ifconfig eth0 192.168.10.10

# run CODESYS Virtual Control
python3 ~/VirtualControlAPI.py -r vPLC1l
python3 ~/VirtualControlAPI.py -r vEdge

If you want the PLC application to run automatically after CODESYS is started, you need to create a Boot
Application. You need to select the PLC application, log in into the PLC, download and run the application.
Then create the Boot Application.

® testd.project™ - CODESYS
File Edit View Project Build GnlinelDehug Tools  Window  Help

Sz EH S o Login Alt+Fa 1
ig Logout Ctrl+F2
T | Create Boot Application
= tests Download -
531l ‘_ S
- 1) Device [connected] (CODESYS Online Change =
=30 o1 1 anie Snurce Nownload to Connected Nevice

3.6 Virtual Control Logfile

In case of PLC issues, you can check the log file.

To open the log file in the IDE, go to the menu Tools/Deploy Control SL.In the Status/
Command section, select the instance and click on Runtime Log.

The following command on the RTOSVisor Host will store the log file from within the running RT-Linux
docker instance into the local filesystem in the file vplcl.log. You may need to adjust the IP address
of the RT-Linux and the instance name (VPLC1). The required password is root:

$ ssh root@192.168.157.2 /mnt/rtfiles/etc/rt-linux/files/codesys-
— virtualControl/show_codesys_log.sh vPLCl | tee
— vplcl.log
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4 Windows Guest

4.1 CODESYS Windows VM Port Forwarding

If the CODESYS development system shall be connected with the PLC runtime system, this can be ac-
complished using the Windows VM IP address and enabling port forwarding. The following steps have to
be executed (in the Hypervisor Host).

* Replace the file guest_gateway.config in the windows guest folder /hv/guests/guestxxxx

$ cd /hv/guests/guestxxxx

$ [ ! -f guest_gateway.config.orig ] && mv guest_gateway.config
— guest_gateway.config.orig

$ cp /hv/guests/etc/rt-linux/files/codesys/guest_gateway.config .

* Check or add the following line in /hv/config/hv.config. Replace gue st xxxx with your Windows
Guest folder name.

#include "/hv/guests/guestxxxx/guest_gateway.config"

Then you need to start the Windows guest.

You need to create a firewall rule to accept incoming TCP packets on port 11740 (the CODESYS port)
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#® Windows Defender Firewall with Advanced Security
File Action View Help
LI AR1lIEY

# Windows Defender Firewall witl] [ LT e

Inbound Rul ~
&3 Inbound Rules Mame Group Prc
Outbound Rules
# Connection Security Rules € Codesys All
+ B Monitoring

Codesys Properties x

General Programs and Services Remote Computers
Protocols and Pots Scope Advanced  Local Principals  Remote Users

Protocols and ports

w—" Protocol type: TCP i
Protocol number: b=
Local port: Specific Ports b
11740
Example: 80, 443, 5000-5010
Remote port: All Ports i

Example: 80, 443, 5000-5010

Intemet Contral Message Protocol

4.2 Diagnosis shortcuts

For diagnosis purposes additional shortcuts can be placed on the Windows desktop.

* Start the Windows guest

$ cd /hv/guests/guestxxxx
$ hv_guest_start -view

* Open the Explorer

e Switch to folder \\10.0.2.4\gemu\etc\rt-linux\files\codesys\
CodesysDesktopShortcuts

* Copy all the shortcuts onto your desktop (you may have to adjust the shortcuts based on your Windows
version and language)

Caution: These shortcuts will not work with virtualPLC

Hint: To avoid being asked to allow execution any time you start such shortcut, you may adjust the related
Windows settings.

* Open the Control Panel
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* Select Internet Options

* Select security

Select local intranet
e Select sites

¢ Select advanced

Add \\10.0.2.4\gemu

4.3 Connection to RT-Linux

It is required to attach the Windows guest with the hypervisor communication layer.
This is accomplished with the command executed in the “Hypervisor Attach” shortcut

Hint: This shortcut executes the following command.

$RTE_ROOT%\RtosUpload.exe —attach -osid 1

To automatically attach the communication layer, please copy this shortcut into the Windows startup folder.

— Press the Windows key as well as the R key
- Enter the following command: shell:startup
— Copy the shortcut

Running this command can be accelerated by adding the following registry key:

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\
—Serialize]
"StartupDelayInMSec"=dword:00000000

4.4 Execute PLC commands

This section shows how to execute PLC control commands (e.g. PLC status check).

Caution: This requires the putty ssh client application being installed and security keys being ex-
changed.

* Download and install .. https://www.putty.org/
* Open putty and connect to 192.168.157. 2, accept the connection (do not login)

* Close putty (we only need to execute this step to accept the security keys, they are needed to run
the RT-Linux application)
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Execute the “PLC Status” shortcut
Then the current PLC status should be shown.

4.5 Remove Power Button

To avoid Windows being accidentally shutdown by the user, the power button can be disabled.

* run the group policy editor: gpedit
* Select User Configuration > Administrative Templates > Start Menu and Taskbar

* set “Remove and prevent access to the Shut Down, Restart, Sleep, and Hibernate commands”
to Enabled

The whole system then can be shutdown or rebooted as shown in the Windows Guest Guide Tutorial.
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